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Abstract:

Through this study, we aim to identify the requirements for achieving
cybersecurity in administrative information systems (University of Ain
Témouchent - Mohamed Bouguerra) with a focus on cybersecurity due to its
Importance in protecting and securing confidential information and data. In our
study, we adopted a case study approach applied to a purposive sample using the
deep interview tool. Through this study, we have reached a set of results, the most
important of which are:

1.

Failure to achieve cybersecurity requirements due to a lack of resources and
necessary expertise to activate this system, which is necessary to protect the
university's data and information.

The necessary technological requirements for achieving cybersecurity in
administrative information systems have not yet been met, due to the
difficulties and obstacles faced by employees and administrators. There is a
need for regular subscriptions to specific protection programs against viruses
and suspicious activities. The research budget plays a significant role in
providing these programs, which must be available and equipped with high-
level security systems for administrative information systems.

Various opinions and ideas have emerged regarding enhancing digital trust
through their presence in various courses and conferences related to this
field.

Cybersecurity ensures the confidentiality of administrative information
through the establishment of secure accounts, the implementation of an
effective cybersecurity policy, as well as ensuring the confidentiality,
integrity, and availability of information. This is achieved through the use of
encryption systems and firewalls to achieve comprehensive protection.
Cybersecurity faces various organizational and technical obstacles, which
prevent its achievement in the administrative information systems at the
University of Ain Témouchent.
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