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Abstract

In the digital age, the exponential growth of multimedia communication has made information se-
curity a critical concern. Steganography, the art of hiding secret messages within innocent-looking
cover media, has emerged as a powerful tool for covert communication. However, existing stegano-
graphic methods remain highly vulnerable to unintentional distortions and deliberate attacks, raising
a fundamental question: how can hidden data survive real-world degradations while remaining im-
perceptible?

This thesis proposes DASRS (Damage Aware Self-Recovering Steganography), a robust stegano-
graphic framework that prioritizes payload survivability over mere concealment. The message is
fragmented into six data chunks plus one XOR parity chunk, with each fragment protected by Reed—
Solomon error correction and embedded simultaneously across four independent transform domains
distributed across the YCbCr color space. A damage-aware cascade extraction with triple-validation
and automatic XOR reconstruction enables partial message recovery even under severe compound
distortions.

Experimental evaluation against signal processing, geometric, and compound attacks demonstrates
that DASRS achieves substantially higher robustness than classical single-domain baselines while
maintaining acceptable imperceptibility. The framework offers a principled, modular alternative to
existing approaches through structural redundancy rather than attack-specific optimization.

Keywords: robust steganography, multi-domain embedding, error correction, cascade extraction,
payload survivability
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Introduction

Unlike cryptographic systems, which render message content unintelligible through mathematical
transformation while openly acknowledging that a protected message exists, steganographic systems
make the act of communication itself imperceptible. Digital watermarking, though it employs similar
embedding mechanisms, pursues a distinct objective: asserting and verifying intellectual ownership
rather than establishing a covert channel. Robust steganography lies at the intersection of these
domains, seeking to maintain hidden communication while ensuring resistance to intentional or un-
intentional image modifications.

In real-world digital environments, images rarely remain unchanged after distribution. Common
platforms such as social media networks, cloud storage services, and messaging applications routinely
apply operations including lossy compression, resizing, filtering, and format conversion. These auto-
matic transformations pose a significant threat to traditional steganographic techniques, which are
often designed under ideal transmission assumptions. As a result, the development of steganographic
systems capable of surviving such uncontrolled and hostile processing environments has become an
essential research challenge.

Steganography constitutes a discipline of covert data transmission in which a secret message is
embedded within an ordinary digital carrier, leaving no observable indication that any communication
has taken place. Etymologically, the word steganography combines two ancient Greek roots: steganos,
denoting concealment or protection, and graphein, meaning to write — together conveying the notion
of writing that hides itself[4]. In the context of image steganography, secret information is embedded
exclusively within digital images, which serve as the cover medium for hidden communication.

0.1 Problem Statement

From the introduction above, the core challenges addressed in this work can be summarized as
follows:

« Existing steganographic methods exhibit high fragility when subjected to common signal pro-
cessing operations such as compression, noise addition, and filtering, resulting in partial or
complete loss of embedded information.

o Geometric transformations, including cropping and resizing, introduce spatial desynchroniza-
tion between the embedding and extraction processes, severely limiting reliable data recovery.

e Most current approaches prioritize imperceptibility while neglecting the survivability of the
hidden payload under compound or severe distortions.

e The majority of embedding strategies focus on protecting embedding locations rather than
enabling resilience or reconstruction of the hidden message itself.

These limitations highlight the need for a steganographic framework that shifts the design focus
from invisibility-centered embedding toward payload-oriented survivability, enabling partial recovery
and reliable communication in hostile and uncontrolled digital environments.

10



0.2 Research Objectives

The primary objective of this research is to address the limitations of conventional image steganog-
raphy techniques by prioritizing the survivability of hidden data under adverse and uncontrolled
image degradation. Rather than focusing exclusively on high-capacity or imperceptible embedding,
this work aims to enhance the resilience of the embedded payload against both signal processing and
geometric distortions.

The specific objectives of this thesis are as follows:

o To design a robust steganographic framework that improves the survivability of hidden infor-
mation under severe and compound image degradations.

o To structure the secret payload into interconnected fragments that enable partial data recovery
when segments of the stego-image are lost or corrupted.

o To distribute embedded message fragments across stable image regions and multiple transform
domains in order to reduce the impact of localized tampering.

o To develop an extraction and reconstruction strategy capable of recovering usable information
even in the presence of spatial misalignment and partial data loss.

o To evaluate the proposed framework using standard image quality and robustness metrics,
including PSNR [p] and Bit Error Rate (BER) [G], under realistic attack scenarios.

0.3 Scope and Contributions

This research focuses on robust data hiding in digital images, with particular emphasis on improving
the survivability of hidden information under common image degradation and tampering scenarios.
The scope of this work is limited to still images and does not address steganography in video, audio,
or real-time streaming media. Furthermore, the proposed framework does not aim to maximize
payload capacity, but instead prioritizes reliable data recovery under adverse conditions.

The study assumes that image degradation may occur due to both unintentional processing (such
as compression and resizing) and intentional tampering (such as cropping or localized modification).
However, the framework does not guarantee successful recovery under all extreme or adversarial
scenarios, particularly in cases of complete image destruction or aggressive multi-stage attacks.

The main contributions of this thesis can be summarized as follows:

o Proposing a robustness-oriented steganographic framework that emphasizes payload surviv-
ability rather than solely protecting embedding locations.

o Introducing a structured message fragmentation strategy that enables partial reconstruction of
the hidden data when portions of the stego-image are lost or corrupted.

o Designing a multi-domain embedding strategy that distributes message fragments across dif-
ferent image regions to reduce sensitivity to localized distortions.

o Developing an extraction and reconstruction mechanism capable of recovering meaningful in-
formation under spatial misalignment and partial data loss.

o Providing an experimental evaluation of the proposed framework under realistic signal process-
ing and geometric attack scenarios.
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Thesis Structure

This thesis is organized into five chapters, each building upon the preceding material to present the
complete DASRS framework, its implementation, and evaluation. The structure is as follows:

Chapter 1: Literature Review. Establishes the theoretical foundations of image steganog-
raphy, covering spatial and transform domain techniques (DCT, DWT, DFT), robustness-oriented
approaches including error correction coding and synchronization mechanisms, and recent advances
in deep learning-based steganography (2018-2025). The chapter concludes with a unified threat
model and evaluation criteria that motivate the need for a payload-survivability-oriented framework.

Chapter 2: Proposed Framework and Implementation. Presents the complete DASRS
architecture organized around three pillars: (i) structured payload design with six data fragments,
one XOR parity fragment, per-fragment Reed-Solomon coding, and CRC-16 integrity verification;
(ii) multi-domain redundant embedding across four independent domains (Spatial QIM on Y, DCT
comparison on Y, DCT comparison on Cr, Haar DWT Level-2 QIM on Cb) with zone partitioning
and embedding strength calibration; and (iii) damage-aware cascade extraction with triple validation
and automatic XOR reconstruction. The chapter introduces the Payload Recovery Rate (PRR) as a
novel metric for quantifying partial recovery.

Chapter 3: Implementation and Experimental Setup. Documents the Python prototype
implementation, the development environment (Debian GNU/Linux, Jupyter Notebook, six open-
source libraries), the two single-domain baselines (DCT-only and DWT-only with per-message Reed—
Solomon), the USC-SIPI cover image dataset (eleven 512x512 images), the 49-byte test payload,
and the complete 43-attack battery (33 single attacks + 10 compound attacks) with reproducible
parameters.

Chapter 4: Results and Discussion. Reports the experimental evaluation across all three
systems: embedding imperceptibility (PSNR, SSIM, histogram correlation), single-attack robustness
(28/33 full recovery for DASRS), compound-attack robustness (8/10 full recovery), per-category
analysis, Bit Error Rate comparison against twelve state-of-the-art methods (2018-2025), and domain
cascade usage analysis. The chapter validates the three core design principles and discusses current
limitations.
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Chapter 1

Literature Review

1.1 Fundamentals of Image Steganography

Image steganography refers to techniques that embed secret information within digital images while
preserving the visual appearance of the carrier. The field has evolved along three principal paradigms:
classical methods that operate in the spatial or transform domain with hand-engineered rules; deep
learning methods that replace these rules with end-to-end trainable neural networks; and hybrid
methods that combine classical embedding mechanisms with deep learning components for adaptive
region selection or post-processing refinement.

1.1.1 Imperceptibility, Capacity, and Robustness Trade-off

Any practical steganographic system must simultaneously satisfy three competing demands — visual
transparency, embedding capacity, and resistance to degradation — that pull against one another.
Strengthening any single dimension consumes resources or tolerances that the other two rely upon,
making the mutual balance a fundamental design constraint rather than an engineering shortcoming.
This pattern is often represented in a triangular relationship and is one of the main challenges in
designing a steganographic system [[7].

o Imperceptibility refers to the degree to which a stego-image remains visually and statistically
indistinguishable from the corresponding cover image. Methods which aggressively embed data
could introduce artifacts that affect either the statistical distribution or signal quality [8].

o Payload capacity denotes the amount of secret information that can be embedded within a
cover image. High-capacity embedding schemes often sacrifice robustness in order to maximize
payload [9].

« Robustness describes the ability of the embedded information to survive image degradation
caused by signal processing operations or intentional attacks. Achieving robustness usually
requires redundancy, structured embedding, or the use of stable image components, which in
turn reduces the effective payload capacity [10].

In the context of robust steganography, robustness is frequently prioritized over capacity, par-
ticularly in applications where data recovery is more critical than transmission efficiency. Balancing
these three competing objectives remains a key research challenge and motivates the exploration of
resilience-oriented steganographic frameworks.

1.2 Spatial Domain Techniques
Spatial domain approaches embed the secret by directly modifying the intensities of pixels of the

cover image. LSB substitution and its variants are the most studied families due to their simplic-
ity, low computational complexity, and high embedding capacity [9]. In LSB-based methods, the
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Image steganography is the practice of concealing secret information within an ordinary digital image. Its effectiveness is not measured by a single
metric but by a delicate balance between three competing goals. Improving one of these properties almost always weakens at least one of the others.

Imperceptibility Payload Capacity
(Be Invisible) (Carry More)
lsdaximum
TS ;/; In?g;ﬁ:aﬁon

Original Image Modified image

The maximum amount of secret information
that can be embedded in the image.

The modified image must be visually and
statistically indistinguishable from the original.

Robustness

EE “Improving one aspect often leads to
processing like compression o filtering. degradation in at least one of the others.” 54

The ability of hidden data to withstand image

This is the central in any ic system.

Figure 1.1: Steganography Trilemma: Three Competing Goals

least significant bits of pixel values are changed to convey secret information, leading to minimal
perceptible distortion.

Despite their advantages, spatial domain techniques suffer from serious robustness drawbacks.
Since the embedding procedure acts directly on pixel values, the hidden data is highly susceptible to
common image processing manipulations. Even light lossy compression or noise addition can cause
partial or complete loss of the embedded message [§]. Hence, most spatial domain methods are
unsuitable for applications requiring robustness against image degradation.

1.3 Transform Domain Techniques

Transform domain techniques embed secret information within the coefficients produced by a math-
ematical transformation of the image. The core advantage lies in the properties of the human visual
system, which exhibits varying sensitivity to different frequency components: modifications to certain
frequency bands are far less perceptible than equivalent changes in the spatial domain []

The three most widely adopted transforms in image steganography are the Discrete Cosine Trans-
form (DCT), the Discrete Wavelet Transform (DWT), and the Discrete Fourier Transform (DFT).
Each transform decomposes the image into a different frequency representation, offering distinct
trade-offs between robustness, imperceptibility, and resistance to specific attack types.

1.3.1 Discrete Cosine Transform (DCT)-Based Steganography

The Discrete Cosine Transform (DCT) is a fundamental transform-domain technique widely used in
image steganography due to its strong connection with the JPEG compression standard. DCT-based
steganography embeds secret information within the frequency coefficients of an image, exploiting
the characteristics of the human visual system [[7, L0].

The DCT converts spatial image data into a frequency-domain representation by dividing a
grayscale or luminance image into non-overlapping 8 x 8 pixel blocks and transforming each inde-
pendently. The resulting coefficients are categorized as low-frequency (average intensity and coarse
structures), mid-frequency (edges and moderate texture), and high-frequency (fine details and noise-
like components).

For color images, the RGB image is converted to YCbCr and embedding is performed in the
luminance (Y) channel. Each 8 x 8 block is transformed using the 2D-DCT-II:
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Figure 1.2: DCT coefficient distribution showing low-, mid-, and high-frequency components in an
8 x 8 block

77 ~ -
F(u,v) = lC’(u)C’(v) SN f(i, ) cos [(21—1—1)1”?1 cos [Wﬂ (1.1)
4 =0 =0 16 16

where C(k) = 1/v/2 if k = 0, else 1. Secret bits are embedded by modifying selected mid-
frequency coefficients — high-frequency coefficients are discarded during compression while low-
frequency/DC coefficients are too sensitive to changes. After embedding, the inverse DCT recon-
structs the stego-image. Extraction mirrors the embedding steps: convert to YCbCr, apply DCT,

locate the same mid-frequency coefficients, and recover the hidden bits.
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Figure 1.3: DC and AC coefficient on DCT Transformation

DCT Method Benefits

o Robustness against JPEG compression is significantly improved.

o Embedding in the frequency domain allows better imperceptibility than spatial-domain meth-
ods.

o Compatibility with widely used image compression standards.
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Limitations and Challenges

o Limited robustness against geometric distortions such as cropping, resizing, and rotation.
e Sensitivity to block misalignment caused by image re-sampling.

» Significant trade-off between payload capacity and robustness.

Although DCT techniques offer substantially increased robustness compared to spatial-domain
approaches, DCT alone cannot guarantee successful recovery under highly adversarial conditions [3].

1.3.2 Discrete Wavelet Transform (DWT)-Based Steganography

The Discrete Wavelet Transform (DWT) decomposes the entire image through a hierarchical filter
bank, producing sub-bands that jointly characterize spatial location and frequency content. This
multi-resolution property makes DWT-based steganography more perceptually adaptable and more
resilient to localized distortions than block-based approaches [[11, 12].

Applying the DWT separably to image rows and columns yields four sub-bands at each decom-
position level j: LL (approximation, majority of image energy), LH (horizontal edges), HL (vertical
edges), and HH (diagonal details). The LL sub-band can be recursively decomposed for a hierarchical
multi-resolution representation.

Figure 1.4: One-level 2D-DW'T decomposition producing the LL, LH, HL, and HH sub-bands.

Embedding is performed in the mid-frequency detail sub-bands (typically LH and HL at level
1 or 2). The LL sub-band is avoided as modifications cause strong perceptual distortion, and the
HH sub-band is susceptible to compression-induced zeroing. A secret bit b is embedded using a
quantization-based rule:

W(m,n) A
o {A J-A+4 ifh=0 -
Y Wm, ) 3A '

where A is the quantization step size. After embedding, the IDW'T reconstructs the stego-image.
Hidden bits are extracted by applying the same decomposition and recovering each bit via the inverse
quantization rule: b= |W’(m,n)/A| mod 2.

Advantages of DWT-Based Steganography

o The wavelet decomposition’s graduated spatial-frequency structure mirrors the way the human
visual cortex processes imagery at different scales simultaneously.

» Greater robustness against localized distortions and partial image cropping.

e Superior spatial-frequency localization compared to block-based transforms.
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Limitations and Challenges

o Susceptibility to geometric transformations such as resizing and rotation.
o Higher computational complexity than spatial-domain methods.

« Vulnerability to aggressive multi-stage compression attacks.

While DWT techniques offer more robust and perceptually adaptive solutions than spatial-domain
and block-DCT methods, additional resilience mechanisms are required for reliable data recovery
under extreme image degradation []

1.3.3 Discrete Fourier Transform (DFT)-Based Steganography

Applying the DFT to an image yields a single global frequency map in which every spectral coefficient
reflects the contribution of every pixel. This stands in contrast to the DCT, which partitions the
image into independent blocks before transformation, and the DWT, which produces a layered multi-
scale decomposition rather than a unified spectrum [, ] This global nature confers partial
invariance to geometric transformations such as rotation and translation, but means that a single
spatial modification affects every frequency coefficient in the spectrum [, ]

The 2D DFT transforms a spatial-domain image I(z,y) into a complex-valued frequency matrix:

F(u,v) = z_: z_: I(z,y) - =92 (57 ) (1.3)

=0 y=0

Each coefficient separates into magnitude |F'(u,v)| and phase ¢(u,v). Research shows that the
phase spectrum preserves the majority of perceptual information, so steganographic modifications
are applied to the magnitude spectrum only [15].

(a) Original greyscale image (b) Centred DFT magnitude spectrum (log scale)

Low
frequency

High
frequency

Figure 1.5: Centred 2D DFT magnitude spectrum of a natural image (log scale). Steganographic
embedding targets the mid-frequency ring to balance robustness and imperceptibility.

Embedding selects mid-frequency coefficients defined by a radial band R = {(u,v) : rpm <
Vu? +v? < rpax b, providing partial robustness to rotation. Secret bits modify the magnitude via
|F'(u,v)| = |F(u,v)|+a-b-|F(u,v)|, while preserving the phase. The conjugate symmetry constraint
F(M —u, N —v) = F*(u,v) must be maintained to ensure a real-valued inverse DF'T output.
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Advantages of DFT-Based Steganography

« Translation invariance: Spatial shifts do not affect the magnitude spectrum [[13].

« Rotation robustness: Embedding in circularly symmetric spectral regions provides robust-
ness to image rotation [[14, [L6G].

e No blocking artefacts: Processing the whole image avoids tile-boundary artefacts.

e Spread-spectrum compatibility: DFT coefficients serve directly as carriers for pseudo-
random spreading sequences [17].

Limitations and Challenges

e Cropping vulnerability: Cropping destroys the global periodicity assumption, affecting all
frequency coefficients [3].

« JPEG sensitivity: JPEG recompression alters DF'T coefficients in a complex, block-dependent
manner [10].

« Conjugate symmetry constraint: Effectively halves the number of independently usable
embedding positions.

e Lower capacity than DCT: Only a single global spectrum is available versus per-block
coefficients [[7].

DFT-based steganography is best suited to applications where rotation and translation robustness
are primary requirements [[14, 10].

1.4 Robustness-Oriented Approaches

Achieving robustness in image steganography requires a system-level design philosophy that antici-
pates degradation, structures the payload to survive partial loss, and recovers meaningful information
even under adverse conditions. This section reviews the principal strategies developed toward this
goal.

1.4.1 Error Correction Coding for Steganographic Robustness

A widely adopted strategy for improving robustness is the integration of error correction codes (ECC)
into the steganographic payload. Because operations such as JPEG compression, additive noise, and
low-pass filtering introduce random bit-level errors, ECC allows the receiver to detect and correct a
bounded number of corrupted bits [10].

Block codes. Unlike binary codes that treat each bit independently, Reed—Solomon codes group
bits into larger symbols and reason about corruption at the symbol level. A codeword of length n
symbols carries k information symbols and n—k redundancy symbols, conferring the ability to locate
and restore any group of up to | (n—k)/2] damaged symbols — a property that makes them naturally
resilient against the concentrated block-level damage introduced by lossy compression[3].

Convolutional and turbo codes. Convolutional encoding extends each output bit’s dependence
across a sliding window of prior inputs, creating a trellis structure that the Viterbi algorithm exploits
to achieve maximum-likelihood sequence decoding in linear time [6]. Turbo codes approach the
Shannon capacity limit and have been applied in watermarking systems demanding near-optimal
error recovery [17].
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LDPC codes. LDPC codes are defined by a sparse parity-check matrix whose structure enables
iterative message-passing decoding to converge near the Shannon limit, achieving this performance
at a computational cost that scales more favourably than turbo decoding when codewords are long

[B-

Limitations of ECC alone. Despite their effectiveness, ECC schemes share a fundamental as-
sumption: the decoder must receive the codeword bits in the correct order. Geometric attacks such
as cropping, rotation, and resizing destroy positional correspondence, producing burst erasures at
unknown locations [10]. Under these conditions, even maximum-distance-separable codes fail. This
motivates the complementary mechanisms discussed below.

1.4.2 The Synchronization Problem

Among the obstacles that robust steganographic systems must overcome, the failure of spatial cor-
respondence between embedding and extraction — commonly termed desynchronization — carries
the severest practical consequences, as it can render even perfectly preserved embedded bits unre-
coverable [14]. A steganographic system is synchronized when the extractor can reliably locate the
embedding positions within the received image. Geometric transformations invalidate fixed coordi-
nate systems, causing qualitatively different failure from ordinary bit corruption.

Causes and Manifestations

o Cropping permanently destroys embedded fragments and prevents reconstruction of the co-
ordinate grid [3].

» Resizing and resampling shift pixel positions and distort block boundaries; even a one-pixel
shift causes catastrophic BER increase in DCT-based schemes [10].

« Rotation introduces a global angular offset that prevents coefficient identification unless the
embedding domain is rotation-invariant [14].

o« Compound attacks combine multiple operations sequentially. Social-media platforms typ-
ically resize, apply JPEG compression, and sometimes crop in a single automated pipeline

.

Template-Based Synchronization

A synchronization approach that co-embeds a structured pilot signal with the payload enables the
receiver to measure how the image has been geometrically deformed and to apply the correspond-
ing inverse mapping before attempting bit recovery [14]. Kutter [1§] demonstrated that circularly
symmetric patterns in the Fourier domain are particularly robust for template-based registration. So-
lachidis and Pitas [[19] proposed ring-shaped patterns in the 2D DFT magnitude spectrum, exploiting
the Fourier shift theorem for translation invariance.

Feature-Based Alignment

An alternative approach anchors embedding positions to stable image features — corners, edges, or
salient regions — that can be reliably re-detected after geometric distortion [14]. Feature detectors
such as SIFT have been adopted to compute a canonical coordinate frame from image content itself
[B, 10]. Severe cropping or blurring may destroy the features used for alignment.
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1.4.3 Robust Steganography vs. Digital Watermarking

Robust steganography and digital watermarking share a common toolbox but differ fundamentally
in objectives, threat models, and success criteria [10, 20].

Digital watermarking is designed for ownership wverification: the embedded mark is expected
to be detectable by an authorized verifier, and its persistence is the primary success criterion [3].
Watermarking schemes can afford stronger, more visible embedding and are evaluated on detectability
under attack rather than undetectability.

Steganography requires covert communication: the existence of the hidden message must remain
undetectable to unauthorized observers [8, 9]. Techniques that enhance robustness — redundancy,
high embedding strength, structured payload distribution — tend to introduce statistical artifacts
that increase steganalytic detection risk [7]. The steganographer must simultaneously balance im-
perceptibility, robustness, and undetectability, whereas a watermarker need only balance the first
two.

Robust steganography occupies the intersection of these paradigms, and this dual constraint
motivates the payload-oriented framework proposed in Chapter 2.

1.4.4 Steganalysis and the Detectability—Robustness Trade-off

A complete treatment of robustness must acknowledge the threat of steganalysis because robustness-
enhancing design choices often increase detectability [7, 8.

Classical steganalysis. Chi-squared analysis [§] detects the pairing of adjacent pixel values caused
by LSB substitution. RS analysis examines the ratio of regular and singular pixel groups [8]. These
attacks are algorithm-specific and fail against others.

Universal feature-based steganalysis. Modern steganalysis extracts a high-dimensional feature
vector and trains a machine learning classifier to distinguish cover from stego-images without requir-
ing knowledge of the specific embedding algorithm [7]. The Rich Model of Fridrich and Kodovsky
(7] computes co-occurrence statistics of pixel prediction errors, producing feature vectors with tens
of thousands of dimensions. Paired with ensemble classifiers, these feature sets achieve near-perfect
detection even at very low embedding rates.

Implications for robust steganographic design. The detectability-robustness trade-off im-
poses a practical ceiling on embedding strength. Stronger embedding improves survivability under
attack but leaves larger statistical footprints. This motivates design approaches that achieve ro-
bustness through structure — fragmentation, cross-fragment relationships, and domain diversity —
rather than through raw embedding strength.

1.4.5 Deep Learning—Based Robust Steganography

Deep learning approaches to steganography — including encoder—decoder architectures, generative
adversarial frameworks, and hybrid transform-network methods — have emerged as a significant
research direction since 2018. A comprehensive review of these methods and the reasons this thesis
adopts a classical framework instead is provided in Section [1.8.

1.4.6 Limitations of Current Approaches

The techniques reviewed in this section reveal a consistent pattern: existing robustness strategies
address either bit-level corruption (through ECC and spread spectrum) or limited geometric distortion
(through synchronization templates and invariant domains), but few systems tolerate the compound
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of geometric desynchronization, partial data erasure, and signal-level noise that characterizes real-
world environments.
Table summarizes the strengths and limitations of each major category.

Table 1.1: Comparison of robustness-oriented steganographic approaches.

Approach Signal attacks Geometric attacks Partial recovery Capacity
LSB (spatial) Poor Poor No High
DCT mid-freq. Moderate Poor No Medium
DWT sub-band Moderate Moderate No Medium
DFT magnitude Moderate Good No Low
ECC alone Good Poor No Reduced
Spread spectrum Good Poor No Low
Template sync. Moderate Moderate No Reduced
Redundant embedding Moderate Moderate Partial Low
Fragmentation + erasure Good Good Yes Configurable
Deep learning Good Variable No Medium

The critical observation from Table E! is that no existing single technique achieves both good
robustness against compound attacks and the ability to partially reconstruct the hidden message
when some data is lost. This gap motivates the self-recovering framework proposed in Chapter 2.

1.5 Evaluation Criteria in Steganographic Systems

The design and evaluation of any steganographic system requires quantitative metrics measuring
performance along three fundamental axes: imperceptibility, robustness, and steganalysis resistance.
This section provides a comprehensive treatment of the evaluation criteria used throughout this
thesis.

1.5.1 Imperceptibility Metrics
Mean Squared Error (MSE)

The MSE is the fundamental measure of pixel-level distortion between cover image C' and stego-image
S of dimensions M x N:

MSE(C, S) = MlN Z_O Z__(:) [Ci.) - SGi.5)] (1.4)

For colour images, MSE is computed channel-wise and averaged. While a lower MSE indicates
less distortion, equal MSE values can correspond to perceptually very different distortion types,
making it an insufficient sole measure.

Peak Signal-to-Noise Ratio (PSNR)

PSNR has achieved near-universal adoption as the benchmark measure of embedding transparency in
the steganographic literature, owing to its straightforward interpretation and its direct relationship
to mean squared pixel-level distortion [p]:

PSNR(C, S) = 10 - logy, (MSEL(205)> [dB] (1.5)
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where L = 255 for 8-bit images. In the steganographic literature, a stego-image with PSNR > 30dB is
broadly regarded as exhibiting good visual quality [21], with values in the range 30-35dB considered
acceptable and those above 40 dB excellent; PSNR treats all pixel positions and spatial frequencies
as equally important, whereas the human visual system (HVS) is significantly more sensitive to
distortion in homogeneous regions than in textured areas [22].

Structural Similarity Index Measure (SSIM)

SSIM quantifies perceptual similarity by measuring how well the stego-image preserves the luminance,
contrast, and spatial structure of the original — properties to which human vision is known to be
particularly sensitive — rather than treating all pixel differences as equally distorting [22]. Computed
locally over 11 x 11 windows:

2figfty + C1 . 20,0, + Co | Oy +c3
pz+ps+er 0i+ol+cy 0.0+ c3

SSIM(x, y) = (1.6)

SSIM ranges from —1 to 1; values > 0.99 indicate excellent imperceptibility, 0.97-0.99 are good,
0.90-0.97 are acceptable. SSIM is generally a more reliable predictor of perceived quality than
PSNR for compression-type distortions. Both metrics are reported in the experimental evaluation
of Chapter 4 as they capture complementary aspects: PSNR reflects energy distortion while SSIM
captures structural degradation.

1.5.2 Robustness Metrics
Bit Error Rate (BER)

The BER measures the fraction of payload bits incorrectly recovered. For original message M =
[m1, ..., mg| and extracted message M:

BER (M, M) = [1( > 1 # (1.7)

BER = 0 indicates perfect recovery; BER < 0.05 indicates good robustness; BER =~ 0.5 indicates
complete failure (random output). When protected by an ECC with correction capacity ¢ over
codewords of length n, perfect message recovery is possible if and only if BER < ¢/n.

Normalised Correlation (NC)

The NC provides a continuous measure of recovery fidelity robust to systematic bit inversions [10].
After bipolar encoding (0 — —1, 1 — +1):

- 1 & .
NC(M, M) :?ka-mk (1.8)
k=1

NC = 1.0 indicates perfect recovery; NC = 0.0 indicates complete failure; NC = —1.0 indicates
systematic polarity reversal (recoverable by inversion, but misreported as BER = 1). The relationship
NC =1 — 2 - BER holds for independent errors. Both metrics are reported to facilitate comparison
with the watermarking literature.

1.5.3 Unified View of Evaluation Criteria

Table @ summarises all evaluation metrics, their definitions, and performance thresholds adopted
in this thesis.

22



Table 1.2: Summary of evaluation metrics. Thresholds represent commonly accepted standards in
the steganographic and image quality literature.

Metric Objective Formula Range  Good threshold
MSE Imperceptibility 15 S2(C — )2 [0, 00) As small as possible
PSNR  Imperceptibility 10log;,(L?/MSE) (0,00) dB > 35dB

SSIM  Imperceptibility Eq. ([L.6) [~1,1]  >0.97

BER Robustness + 31 # m] [0, 1] < 0.05

NC Robustness L3 m-m —1,1] >0.9

PRR Partial recovery Eq. () [0, 1] > (.7 (proposed)

bpp Capacity bits embedded per pixel (0, 8] Application-dependent

These metrics, taken together, provide a comprehensive multi-dimensional assessment of stegano-
graphic performance. In Chapter 4, each metric is reported for the proposed framework and for clas-
sical baselines under each attack scenario, enabling rigorous comparative evaluation that respects
the multi-objective nature of the steganographic design problem.

1.6 Attacks and Image Degradation Techniques

In real-world deployment, stego-images routinely pass through social media platforms, messaging
applications, and format conversion pipelines, each applying processing operations that may destroy
or degrade the embedded payload. A robust steganographic system must be designed and evaluated
against a formally specified threat model [3, [L0].

1.6.1 Signal Processing Attacks

Signal processing attacks modify pixel intensity values while preserving the geometric structure of
the image. The appropriate countermeasure is error correction coding, which can recover a payload
from a moderate fraction of corrupted bits provided synchronisation is maintained.

Lossy Compression: JPEG

Of all signal-level distortions an embedded payload may encounter, JPEG recompression poses the
greatest practical threat: it operates transparently in the background of nearly every image sharing
platform, content management system, and consumer camera pipeline, making avoidance effectively
impossible in real-world deployment [23]. It operates in the DCT domain and introduces distortion
through coefficient quantisation:

Fo) =t G623

where Q(u,v) is the quality-dependent quantisation step. Lower quality factors correspond to
larger Q(u,v) and greater information loss, with reconstruction error bounded by |AF(u,v)| <
Qu,v)/2.

The impact on embedded signals depends critically on placement: high-frequency embeddings are
nearly entirely overwritten (BER typically exceeds 40% at QF =70 for spatial LSB methods); mid-
frequency embeddings survive substantially better provided the embedding strength o > Q(u, v)/2;
low-frequency coefficients survive even aggressive compression but produce perceptible intensity
shifts.

+ 0.5J (1.9)
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Additive Noise

Additive white Gaussian noise (AWGN) arises from sensor imperfections or deliberate noise injection
[5]. The received signal is I(x,y) = I(z,y) + n(z,y), where n(z,y) ~ N(0,02). Unlike JPEG
compression, AWGN distributes energy uniformly across all spatial frequencies. For spread-spectrum
steganography, the decoding SNR. is SNRge. = @?N/0?2, showing that spreading gain N provides a

factor-of- IV robustness improvement [17].

Filtering Attacks

Low-pass filtering applies a convolution kernel to the image, attenuating high-frequency content [5].
In the frequency domain, convolution becomes multiplication: F'(u,v) = F(u,v) - H(u,v), where
H(u,v) € [0,1]. A steganographic signal at frequency (ug,vo) survives only as fraction H (ug,vo) of
its original magnitude; for Gaussian blur with ¢ = 2.0, high-frequency components are reduced by
over 90%. Median filtering is additionally destructive because isolated modified pixels are voted out
entirely.

Colour Space Conversion and Format Conversion

Social media platforms frequently convert images between colour spaces or formats, redistributing
energy between luminance and chrominance components and potentially disrupting channel-specific
embeddings [[10]. A full print-scan cycle introduces blur, noise, perspective distortion, and colour
shift simultaneously [2].

1.6.2 Geometric Attacks

Geometric transformations act on the coordinate layout of the image rather than on pixel brightness,
displacing or removing the spatial anchors that the extractor relies upon to locate where bits were
written. The consequence is positional misalignment: the embedded data may be physically present
in the image but is read from incorrect locations, producing extraction errors that are qualitatively
different from ordinary bit corruption [14, 10].

Cropping

Cropping removes a contiguous rectangular region, permanently deleting all pixels and embedded
data within it. For a system embedding Np fragments uniformly distributed across the image, the
expected fragments destroyed by a crop of fraction peyp is E[fragments lost] = Np - perop. Beyond
direct data loss, cropping destroys the coordinate reference frame: block-based extractors (DCT,
DWT) depend on knowing the exact image origin to reconstruct the block grid, so even a single-pixel
crop offset produces a near-random BER, as illustrated in Figure .

Resizing and Resampling

Resizing changes the spatial resolution through pixel interpolation. For a scaling factor s, the re-
sized image is I(2,y) = YpnI(m,n)k(z/s —m, y/s — n), where k(-) is an interpolation kernel
(nearest-neighbour, bilinear, or bicubic). Resampling has two effects: the interpolation kernel acts
as a low-pass filter, and non-integer scale factors change the pixel count, destroying the one-to-one
correspondence between embedding and extraction positions. For DCT-based embedding, this shifts
the 8 x 8 block boundaries to non-integer positions [3].

Rotation

Rotation transforms the image by an angle 6 about a centre point. Even a small rotation of § = 1t
displaces pixels near the image boundary by several pixels, making it impossible for a block-based
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Figure 1.6: Effect of cropping on block-based DCT embedding. Column 0 is removed; the extractor
grid shifts by one block, causing misaligned reads (marked 7) even though the embedded blocks E
were not removed.

extractor to locate its grids. For DFT-based steganography, the Fourier magnitude spectrum rotates
by the same angle, preserving energy at the same radial frequency — embeddings in circularly
symmetric regions therefore survive rotation, while those at specific angular positions do not [[13, 14].

Affine and Projective Transformations

Affine mappings (combinations of rotation, scaling, shearing, and translation) and projective trans-
formations arise in print-scan scenarios. Both classes are highly destructive to all location-dependent
steganographic methods and require either invariant-domain embedding or template-based re-synchronisation
for recovery [10, [18].

1.6.3 Compound and Pipeline Attacks

In practice, stego-images are rarely subjected to a single isolated attack. Real-world distribution
channels apply multiple operations sequentially, each building on previous damage [3].

Table 1.3: Documented image processing operations applied by major social media and messaging
platforms. QF: JPEG quality factor. Compiled from [, 2, B].

Platform JPEG recompr. Resize Crop Format conv. Approx. QF
WhatsApp Yes Yes (max 1600px)  Sometimes JPEG 75-85
Instagram Yes Yes (max 1080px) Yes (square) JPEG 70-80
Twitter/X Yes Yes (max 4096px) No JPEG/WebP 85
Facebook Yes Yes No JPEG 70-85
Telegram Yes Sometimes No JPEG 90-95

A compound attack can be modelled as the sequential application of K degradation operators:
I =Dgo---o0 D;(Is). Operators interact non-linearly — geometric distortion followed by JPEG
compression is far more destructive than either alone, because the geometric operation shifts block
boundaries and the subsequent JPEG operates on misaligned blocks. Studies have shown that a
WhatsApp-equivalent pipeline reduces BER recovery of a standard DCT mid-frequency embedding
from approximately 8% (JPEG alone) to over 35% [L, [10].
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Figure 1.7: A typical social media compound attack pipeline. Each stage introduces a distinct type
of degradation; the cumulative effect is far more destructive than any single attack alone.

1.6.4 Unified Attack Summary

Table @ provides a comprehensive summary of all attack types, their degradation mechanisms,
failure modes, and implications for the proposed framework.

The key asymmetry is that signal processing attacks introduce correctable bit-level errors (ad-
dressable by ECC), while geometric attacks destroy synchronisation (making ECC irrelevant). The
proposed framework addresses both by combining structured spatial distribution of fragments with
multi-domain embedding, maintaining a positive PRR under any compound attack within the sys-
tem’s erasure budget.

1.7 Threat Model

A rigorous evaluation of any steganographic system requires an explicit threat model that specifies
the adversary’s capabilities, the channel characteristics, and the conditions under which the system
is expected to operate. This section formalises the threat model assumed throughout this thesis.

1.7.1 Adversary Model

The adversary is assumed to be passive in the sense of the prisoner’s problem [24]: the adversary
suspects that hidden communication may be occurring and attempts to detect or destroy the pay-
load, but does not modify the stego-image in an adaptive, payload-aware manner. Specifically, the
adversary:

o Knows that steganography may be in use, but does not know the specific algorithm, embedding
domains, or zone assignment key;

o Can apply any combination of the signal processing, geometric, and compound attacks de-
scribed in Section [1.6;

o Cannot access the metadata dictionary required for extraction;

e Does not possess the original cover image.

The adversary is not assumed to be active in the sense of an adaptive attacker who modifies
the image specifically to target known embedding positions. This restriction is standard for robust
steganography and distinguishes the threat model from that of adversarial watermarking, where the
attacker may possess detailed knowledge of the embedding algorithm.

1.7.2 Channel Model

The communication channel is modelled as a sequence of potentially lossy and distorting operations
applied automatically by digital image distribution platforms. The channel is:

o Uncontrolled: The sender has no influence over which operations are applied or in what order;

o Non-adaptive: The channel distortions are independent of the payload content;
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Table 1.4: Unified summary of attack types and implications for the proposed self-recovering frame-
work. BER: Bit Error Rate; ECC: Error Correction Code; PRR: Payload Recovery Rate.

Attack Degradation Failure Survivable Framework impli-
model mode by cation
JPEG com- Coefficient High BER in ECC, Embed in DCT mid-
pression quantisation unstable coef- mid-freq. freq.; strength >
(Eq. @) ficients embedding  Q/2
AWGN Additive Random bit ECC, SS ECC at fragment
Gaussian flips spreading level corrects noise
errors
Low-pass fil- Convolution Erasure of Mid-freq. Avoid high-
tering attenuation high-freq. embedding  frequency subbands
embedding
Cropping Spatial erasure Fragment loss Redundancy, Distributed frag-
+ grid shift + sync loss fragmenta-  ments maximise
tion PRR under crop
Resizing Interpolation Block mis- Invariant Multi-scale redun-
+ scale shift alignment 4 domains, dant embedding
signal attenu- multi-scale  reduces sensitivity
ation
Rotation Coordinate Global  syn- Log-polar DFT magnitude
transform 4 chronisation DFT, tem- wused for geometric-
interpolation loss plates invariant copies
Compound Sequential Cascaded Structured  Multi-domain distri-
pipeline composition signal 4+ sync redundancy bution essential
degradation only
Steganalysis  Statistical fea- Channel expo- Low dis- Low per-coefficient
ture deviation  sure tortion, distortion limits
structural footprint
embedding
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o Compound-capable: Multiple operations may be applied sequentially, with each stage operating
on the output of the previous stage;

o Synchronisation-disrupting: Geometric operations may destroy the spatial alignment between
embedding and extraction grids.

This channel model directly reflects the processing pipelines of social media platforms, messaging
applications, and cloud storage services documented in Table [L.3.

1.7.3 Success Criteria

The steganographic system is required to satisfy three success criteria:

1. Imperceptibility: The stego-image must be visually and statistically indistinguishable from
the cover image under normal viewing conditions. Quantitatively, PSNR > 30dB and SSIM
> 0.92 are required.

2. Partial recoverability: Under any attack within the evaluated battery, the system must
return a non-empty message together with a PRR score quantifying the fraction recovered.
Total failure (PRR = 0) is acceptable only for attacks that physically destroy the carrier (e.g.,
crop exceeding the erasure budget).

3. Exact reconstruction: When the XOR parity trigger conditions are satisfied (exactly one
data fragment lost, parity fragment available), the missing fragment must be reconstructed
with zero bit errors, not approximated or estimated.

The threat model explicitly excludes attacks that destroy the entire image or apply distortion
beyond the evaluated battery. DASRS does not claim security against arbitrary adversarial ma-
nipulation; its robustness guarantee is conditional on the attack being representable within the
compound-attack framework of Chapter B.

1.8 Recent Advances in Deep Learning-Based Steganogra-
phy

Since 2018, deep learning approaches have dramatically transformed the steganographic field. CNNs,
GANSs, and attention-based architectures promise simultaneous optimisation of imperceptibility, ca-
pacity, and robustness in ways classical methods cannot easily achieve. This section surveys the most
influential systems published between 2018 and 2024, with attention to their robustness properties
and limitations relative to the payload-survivability problem that motivates this work.

1.8.1 The Shift Toward End-to-End Learned Steganography

Classical steganographic systems are hand-engineered: every component is transparent and inde-
pendently chosen. Deep learning replaces this modular pipeline with a single differentiable system
trained end-to-end [25, 26]. An encoder network Ey maps a cover image C' and secret message M
to a stego-image S = FEy(C, M), while a decoder D, recovers the message M = Dy4(S) from the
(possibly degraded) received signal. Training minimises:

L=\ Ling(C,8) + g Lansg (M, M) + A3 Loy (1.10)

The key advantage is that gradient back-propagation allows encoder and decoder to co-adapt
through a differentiable noise model simulating real-world attacks during training.
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Figure 1.8: Generic encoder—decoder architecture for deep steganography. The noise layer simulates
attacks during training, causing the encoder to learn attack-resistant embeddings.

1.8.2 HiDDeN: The Foundational Framework (2018)

The HiDDeN architecture by Zhu et al. established the modern template for learned steganogra-
phy through three contributions that subsequent work has largely adopted as defaults: end-to-end
convolutional networks that discover embedding strategies from training data rather than following
hand-crafted rules; a differentiable surrogate for the transmission channel placed between encoder and
decoder so that resistance to specific distortions emerges automatically through back-propagation;
and an adversarial objective that penalises statistically detectable modifications.[25], including dif-
ferentiable JPEG approximations, Gaussian noise, dropout, and Gaussian blurring. Third, a GAN-
style discriminator loss encourages stego-images to be statistically indistinguishable from natural
photographs [27]. HiDDeN achieves PSNR above 33 dB for 30-byte payloads under JPEG and Gaus-
sian noise with BER below around 3 — 4%, significantly outperforming the classical F5 algorithm
2g].

The key limitation is the distribution-shift problem: if the deployed system encounters attacks not
represented in the noise layer (e.g. spatial warping or aggressive cropping), the encoder has learned
no strategy to resist them.

1.8.3 SteganoGAN: High-Capacity GAN-Based Steganography (2019)

Zhang et al. [29] extended the HiDDeN framework with a focus on maximising capacity. The dense
encoder achieves up to 4.4bpp at PSNR 30.5dB. However, SteganoGAN does not include a noise
layer: training under ideal conditions produces visually excellent but highly fragile stego-images.
Under JPEG QF =70, BER rises above 40% — complete communication failure. This confirms that
capacity-oriented deep models without explicit robustness training are unsuitable for uncontrolled
channels, and illustrates a general principle: higher capacity invariably exploits fragile high-frequency
regions discarded by lossy compression.

1.8.4 ReDMark: Robustness-First Deep Steganography (2021)

Das. [30] introduced ReDMark, the first deep steganographic system explicitly designed around ro-
bustness as the primary constraint. A U-Net encoder with skip connections anchors embedding to
stable image features that compression preserves [31]. The training pipeline incorporates a differen-
tiable JPEG approximation [32] and a spatial transformer network [33] simulating mild geometric
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transformations. A dynamic loss-weight redistribution scheme adaptively adjusts A; (image quality)
versus Ay (message fidelity) based on current BER, preventing convergence to fragile embeddings.
ReDMark achieves PSNR 36.2 dB at 30-bit payload with BER 1.4% after JPEG QF = 50.

Despite these improvements, ReDMark retains the distribution-shift vulnerability and provides
no partial-recovery mechanism: if BER exceeds the decoder’s capability, all output is unintelligible.

1.8.5 Recent Advances: 20212025

The period from 2021 to 2025 has witnessed three distinct research threads that push the boundaries
established by HiDDeN, SteganoGAN, and ReDMark: (i) tighter JPEG robustness through train-
ing curriculum design, (ii) invertible and frequency-aware architectures that embed payload into
compression-stable frequency regions, and (iii) a paradigm shift toward generative and diffusion-
based steganography that replaces the cover-image editing model with cover-image synthesis.

JPEG-Specific Robustness Curricula

The fundamental difficulty of differentiating through JPEG compression — a piece-wise non-differentiable
quantisation operation — motivated Jia et al. [I] to propose the Mini-Batch of Real and Simulated
JPEG Compression (MBRS) framework. MBRS trains the encoder—decoder pair by randomly se-
lecting, for each mini-batch, one of three noise-layer configurations: a differentiable JPEG simulator,
an actual JPEG codec call, or a noise-free pass. This mixed-curriculum strategy forces the encoder
to learn embeddings that survive both the gradients of the differentiable approximation and the true
quantisation table applied by a real JPEG encoder. The resulting system achieves PSNR 38.1dB
at a 30-bit payload with BER 0.9% under JPEG QF =70 — the best combined imperceptibility—
robustness figure of its generation. Despite this, MBRS retains the distribution-shift vulnerability:
attacks not represented in the three-configuration curriculum (e.g. spatial warping, aggressive crop-
ping) degrade BER substantially, and, like all encoder—decoder systems surveyed, it provides no
partial-recovery mechanism for partially destroyed stego-images.

Frequency-Domain Embedding: LIDS

A parallel line of work targets the high-frequency artifact problem identified in SteganoGAN. Chen et
al. [34] observe that CNN-generated stego-images concentrate embedding energy in high-frequency
subbands — precisely the components discarded most aggressively by JPEG and Gaussian blurring.
Their Low-frequency Image Deep Steganography (LIDS) system extracts a secret-image feature map,
then constrains its frequency distribution to low-frequency components through a dedicated frequency
loss. Crucially, the container image is formed by adding this constrained feature map directly to
the cover, rather than passing it through the CNN output, so the final image carries no high-
frequency CNN artifacts. An auxiliary attack layer in training further hardens the embedding.
LIDS achieves state-of-the-art robustness against compression and blur attacks while maintaining
competitive PSNR. Its limitation is that low-frequency anchoring still yields a globally distributed
embedding, providing no facility for localised damage and partial recovery.

Invertible Networks: HiNet and PRIS

Invertible neural networks (INNs) offer an alternative steganographic architecture in which the en-
coder is a bijective function whose exact mathematical inverse is the decoder. Jing et al. [35] in-
troduced HiNet, the first INN-based image hiding system, achieving PSNR 37.8dB on the standard
256 x 256 image-hiding task. The exact invertibility that makes INNs architecturally elegant becomes
a liability under real-world channel conditions: because the decoder must precisely invert the en-
coder’s transformation, even moderate distortion of the stego-image propagates through the inverse
mapping and is magnified into large errors in the recovered representation.
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Yang et al. [B6] addressed this in the Practical Robust Invertible Steganography (PRIS) system.
PRIS inserts two enhancement modules — one before and one after the extraction stage — and
introduces a gradient approximation function to handle the non-differentiable rounding error that
arises when 32-bit floating-point container images are saved as 8-bit integers. This rounding error,
ignored by all prior INN-based systems, was shown to degrade BER significantly in practical deploy-
ment. PRIS achieves improved robustness over HiNet under Gaussian noise and JPEG compression.
Nonetheless, the system retains the binary succeed-or-fail recovery model: because the entire payload
is encoded holistically through the invertible mapping, partial image destruction yields an entirely
corrupted output.

Attention Mechanisms and Transformer Architectures

Convolutional architectures process feature maps with local receptive fields, which may miss long-
range spatial correlations useful for distributing payload energy over stable image regions. Several
2022-2024 works have introduced transformer-based watermarking and steganography encoders. Ma-
reen et al. [37] extended HiDDeN with differentiable geometric noise layers — rotation, rescaling,
translation, shearing, and mirroring — to produce the first system explicitly robust to geometric
transformations within the HiDDeN family, achieving BER below 5% after combined JPEG and
rotation attacks. Zhou et al. [B8] demonstrated that adaptive multi-encoder—decoder pairs with a
stego-aware routing mechanism achieves SSIM of 0.99 with secret-recovery accuracy exceeding 98%
across a broad corruption curriculum spanning noise, compression, geometric warps, and occlusions.
The routing strategy resembles a mixture-of-experts design in which different encoder—decoder spe-
cialists handle different secret-data statistical profiles.

TrustMark [39], introduced at NeurIPS, employs a GAN-based architecture with a spatio-spectral
loss that jointly penalises perceptual distortion in both the pixel domain and the frequency domain.
TrustMark was designed to handle arbitrary-resolution inputs and includes a companion removal net-
work for re-watermarking scenarios. It establishes a new benchmark for robustness against standard
perturbations (JPEG, Gaussian noise, brightness changes), though subsequent work has shown that
all pixel-level invisible watermarks including TrustMark are highly vulnerable to diffusion model-
based regeneration attacks [40].

Generative and Diffusion-Based Steganography

The most structurally significant paradigm shift of the 2021-2025 period is the move from cover-
image editing (embed a payload into an existing photograph) to cover-image synthesis (generate a
new image whose generative noise or latent code encodes the payload). In generative steganography
the stego-image is produced by a generative model, so classical steganalysis detectors trained on
edited natural photographs cannot be directly applied.

Kim et al. [41] proposed Diffusion-Stego, a training-free method that hides messages in the noise
space of a diffusion model via message projection, achieving high anti-detection ability without re-
training the underlying model. LDStega [42] extended this concept to Latent Diffusion Models
(LDMs), encoding the secret through an encoding strategy applied during the LDM reverse (de-
noising) process, coupling latent-space generation with data hiding and enabling text-conditioned,
controllable stego-image synthesis. RoSteALS [43] proposed latent-space steganography using frozen
autoencoder representations, inheriting the generative model’s imperceptibility properties without
requiring encoder—decoder retraining.

These diffusion-based approaches achieve the highest anti-detection rates reported to date. How-
ever, they introduce a fundamental practical constraint: the capacity and extractability of the hidden
payload depend on the architecture and sampling schedule of the underlying diffusion model. More
critically for the present work, they provide no robustness to post-generation image manipulation:
a single aggressive JPEG compression or crop of the generated stego-image destroys the implicit
noise-space encoding entirely, because the decoder must invert the complete diffusion trajectory.
Partial-recovery of a truncated diffusion trajectory is not currently possible.
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Synthesis: Persistent Absence of Partial Recovery

Table @ extends the comparison of Section with representative 2021-2025 methods. The crit-
ical observation is that no system across either period provides a partial-recovery mechanism. As
embedding architectures have grown more sophisticated — from convolutional encoders to invertible
networks, from single-curriculum training to mixed JPEG simulation, from pixel-space editing to
latent diffusion synthesis — the fundamental architectural constraint identified in Section [1.8.7 has
remained unchanged: all deep decoders require the complete encoded signal and produce a binary
succeed-or-fail recovery outcome. The absence of partial recovery is not an oversight but a con-
sequence of end-to-end holistic encoding, in which the entire payload is distributed across the full
image via a learned global mapping with no structural mechanism for isolating surviving fragments.

Table 1.5: Recent deep learning steganographic and watermarking methods (2021-2025). Partial
Rec.: partial payload recovery from a damaged stego-image; Generative: cover is synthesised rather
than edited.

Method Year PSNR (dB) BER (%) Partial Rec.
MBRS [l 2021 36.1 0.09 No
HiNet [35] 2021 47.8 <1 No
LIDS [34] 2023 46.5 1.8 No
TrustMark [39] 2023 42.4 2-5 No
Mareen et al. [37] 2024 34.2 <5 No
PRIS [36] 2024 36.9 1.4 No
Diffusion-Stego [41] 2023 — 2.5 No
LDStega [42] 2024 — 2.5 No
Zhou et al. [3§] 2025 48.2 1.7 No
Proposed (DASRS) 2025 — — Yes

1.8.6 Summary and Comparative Analysis

Table 1.6: Comparative summary of deep learning-based steganographic methods (2018-2024) along-
side selected classical baselines. Performance figures are indicative for 30-bit payloads under JPEG
QF =70. BER: Bit Error Rate; PSNR: Peak Signal-to-Noise Ratio.

Method Year PSNR (dB) BER (%) Partial Rec.
DCT mid-freq. (classical) — ~ 38 ~15 No
LSB spatial (classical) — ~51 ~50 No
HiDDeN [23] 2018 36.1 No
SteganoGAN [29] 2019 30.5 40+ (JPEG) No
ReDMark [30] 2021 36.2 0.12 No
MBRS [1] 2021 38.1 0.9 No
UDH [44] 2020 30.8 2.2 No

Proposed framework 2025 — Yes
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The critical observation is consistent with Table : to the best of our knowledge, existing ap-
proaches rarely address explicit partial recovery of the hidden payload when large image portions are
destroyed. All deep decoders operate in a binary succeed-or-fail mode — a fundamental architectural
limitation of the encoder-decoder paradigm, not a tunable parameter.

1.8.7 The Thesis Adopts a Classical Framework

Despite deep learning representing the current state of the art in raw imperceptibility and trained-
attack robustness, this thesis adopts a classical, model-driven framework for four reasons directly
related to the research objectives of Chapter 1.

Partial recovery as a first-class design objective. The primary objective is to recover usable
information from a partially destroyed stego-image. No existing deep learning framework provides
this; the encoder-decoder paradigm produces a holistic encoding of the entire payload, and the
decoder requires the full encoded signal. Classical fragmentation and erasure-coding strategies are
directly applicable in a way not yet achievable with deep architectures.

Robustness to unseen compound attacks. Deep systems are robust only to attacks represented
in the training noise layer. A classical system whose robustness derives from structural payload
properties (redundancy, distributed embedding, erasure coding) is robust by construction to any
attack within its erasure budget, regardless of whether that attack was anticipated during design.

Interpretability and analytical guarantees. A classical framework admits formal analysis:
given a specified attack model, one can compute the probability that a given fragment survives.
Deep learning systems provide no such guarantees; their robustness is empirical and may degrade
unpredictably.

Modularity. Individual components (ECC scheme, fragmentation strategy, embedding domain,
embedding strength) can be adjusted independently. In a deep system, these choices are entangled
within network weights and cannot be modified without retraining.

A third paradigm — hybrid steganography — has emerged recently and is reviewed in Section @
The thesis positions DASRS as a classical framework, but the comparison with hybrid methods in
Chapter W demonstrates that structural payload design achieves partial-recovery guarantees that
hybrid architectures currently do not offer.

In summary, this thesis positions itself within classical robust steganography while drawing struc-
tural inspiration from deep learning — in particular, the idea that robustness is best achieved through
a system-level design philosophy. The proposed framework combines structured payload fragmenta-
tion, multi-domain embedding, and erasure-code redundancy to achieve the partial-recovery objective
that neither classical single-domain methods nor current deep learning systems have addressed.

1.9 Hybrid Steganography: Bridging Classical and Deep
Learning

The preceding sections have surveyed classical steganographic methods — spatial and transform do-
main techniques with hand-engineered embedding rules — and deep learning approaches that replace
these rules with end-to-end trainable encoder—decoder networks. A third paradigm has emerged in
recent years that deliberately combines elements from both worlds: hybrid steganography. These
systems retain the interpretability, analytical tractability, and low computational cost of classical
frameworks while leveraging deep learning for adaptive region selection, content-aware embedding
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strength adjustment, or post-processing refinement. This section reviews the principal hybrid archi-
tectures published between 2021 and 2025, with particular attention to their robustness properties
and their relationship to the payload-survivability problem that motivates this thesis.

1.9.1 The Hybrid Design Philosophy

Hybrid steganography is motivated by a straightforward observation: neither pure classical nor pure
deep learning methods fully resolve the steganographic trilemma (Section ??). Classical techniques
offer modularity and interpretability but lack adaptability to image content; deep learning methods
achieve content adaptability but sacrifice interpretability, require large training datasets, and suffer
from distribution-shift vulnerability (Section ??7). Hybrid approaches attempt to capture the best of
both paradigms by assigning complementary roles to classical and learned components.

The typical hybrid pipeline follows one of three architectural patterns:

1. CNN-guided classical embedding: A lightweight convolutional network analyses the cover

image and produces an embedding map or region mask; a classical transform-domain algorithm
(DCT, DWT, DFT) then embeds data according to this guidance.

2. Classical-domain deep refinement: Data is embedded using a classical method; a genera-
tive network (GAN or autoencoder) then post-processes the stego-image to reduce statistical
artifacts and improve imperceptibility.

3. Multi-stage fusion: Classical transforms provide frequency-domain representations that
serve as input features to a deep network, which learns to embed in the transformed coef-
ficients rather than in raw pixels.

All three patterns share a common structural advantage: the deep learning component handles
where and how much to embed, while the classical component determines how the embedding is
physically realised. This separation of concerns preserves the robustness guarantees of the transform
domain — resistance to JPEG quantisation, spatial localisation, compatibility with compression
standards — while allowing the system to adapt to local image statistics.

1.9.2 CNN-Guided DCT Embedding

A representative hybrid architecture in this category was proposed by Ahmad et al. (2024), who
introduced CNN-DCT Steganography for secure cloud storage applications [45]. The system operates
in two stages. First, a deep CNN analyses the cover image and extracts high-level feature maps
that identify texture-rich, high-entropy regions suitable for embedding. Second, the selected regions
are transformed via block DCT and secret data is embedded into mid-frequency coefficients using a
quantisation-based rule. The CNN does not perform the embedding itself; it merely provides a spatial
attention map that constrains the classical DCT embedding to blocks where coefficient modifications
are least perceptible.

Experimental evaluation on 500 high-resolution images reported a PSNR of 42.5dB, SSIM of
0.98, and BER of 0.028 (2.8%) under normal conditions [45]. The method demonstrated robustness
against common image transformations, though explicit attack-by-attack BER figures were not pub-
lished. The computational cost is dominated by the CNN forward pass (2.3 s per image on standard
hardware), making it feasible for cloud-based deployment but an order of magnitude slower than
purely classical methods.

A related approach by Al-Rawashdeh et al. (2025) integrates edge detection with CNN-based
adaptive embedding [46]. Edge pixels are first identified using Canny or Sobel operators; a CNN then
refines the embedding strength within edge regions based on local texture complexity. The method
achieves PSNR, up to 39.85dB (Sobel-guided) and 33.08dB (Canny-guided), with SSIM exceeding
0.995. Capacity reaches 8 bpp, significantly higher than transform-only methods, but robustness
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evaluation is limited to JPEG compression, Gaussian noise, and salt-and-pepper noise. Steganalysis
resistance is reported via Xu-Net and Ye-Net detection accuracies of 0.45-0.67, indicating moderate
resistance.

These CNN-guided approaches share a limitation relevant to this thesis: the CNN provides
adaptive spatial selection but does not alter the structural properties of the payload. The message
remains a single, undivided bit stream with no fragmentation, parity redundancy, or partial-recovery
mechanism. Consequently, if the DCT embedding in a guided region is destroyed by attack, the
entire message is lost — the same binary succeed-or-fail behaviour observed in pure classical and
pure deep learning systems.

1.9.3 DCT-GAN Hybrid Frameworks

The second architectural pattern — classical embedding followed by deep refinement — is exempli-
fied by the DCT-GAN framework of Malik et al. (2025) [47]. In this system, secret data is first
embedded into the LSBs of DCT coefficients using a conventional frequency-domain technique. The
resulting stego-image is then passed through a GAN comprising an encoder (nine residual blocks),
a decoder, and a discriminator. The generator learns to refine the stego-image so that its statistical
distribution matches that of natural images, thereby reducing detectability. The encoder—decoder
module additionally provides a denoising function that compensates for mild distortions.

The DCT-GAN hybrid achieves impressive imperceptibility metrics: PSNR of 58.27dB, SSIM of
0.982, and MSE of 93.30% on the ImageNet dataset [47]. Reconstruction accuracy against steganal-
ysis networks reaches 96.2% (Xu-Net) and 95.7% (SR-Net). However, robustness against explicit
signal-processing attacks is not quantified in terms of BER per attack type; the reported BER of
0.15 (15%) appears to be an average over unstated conditions. The embedding capacity is low at
0.039-0.079 bpp, reflecting the conservative embedding necessitated by the GAN refinement stage.

A critical observation is that the GAN refinement in this architecture operates after embedding. It
can mask visual artifacts but cannot recover data that has been physically destroyed by compression,
cropping, or noise. The robustness bottleneck remains the classical DCT embedding stage; the GAN
improves imperceptibility and steganalysis resistance but does not enhance payload survivability
under attack.

1.9.4 Wavelet—CNN Fusion Methods

The third pattern — deep networks operating on classical transform coefficients — is represented
by DeepWaveletFusion and its successor DeepWaveletFusionToo (2025) [48]. These methods train
convolutional networks on DWT-transformed images rather than on raw pixels. The wavelet de-
composition provides a multi-resolution representation that separates approximation and detail sub-
bands; the CNN learns to embed secret data into these sub-band coefficients while preserving both
stego-image quality and secret recoverability.

DeepWaveletFusionToo achieves a PSNR of approximately 40 dB and a secret-recovery similarity
of 93% on custom datasets [48]. The method outperforms earlier deep steganography systems such
as DeepStego (PSNR 28.69 dB, similarity 73%) and is competitive with SteGuz (PSNR 44.33 dB,
similarity 93%) while offering greater architectural flexibility. However, robustness against common
image processing attacks — JPEG compression, resizing, filtering — is not evaluated in the published
work, and the method inherits the binary succeed-or-fail recovery model of its deep learning substrate.

A reversible hybrid framework combining the Radon Transform (RT) with the Integer Lifting
Wavelet Transform (ILWT) was proposed in 2025 [49]. This system embeds data into the middle
bit planes of high-frequency ILWT sub-bands (LH, HL, HH) using arithmetic coding. The RT
provides geometric robustness against rotation, scaling, and translation without requiring inverse
transformation, while ILWT guarantees exact reversibility through integer coefficients. The method
achieves PSNR of 56.22dB, SSIM of 0.999, and BER of 0.156 under mild conditions. Notably, it
demonstrates strong robustness against cropping: 100% data recovery after 10% cropping and 98.5%

35



after 15% cropping — a partial-recovery behaviour that approaches the PRR metric introduced in
this thesis, though without explicit fragment-level granularity.

1.9.5 Lightweight Hybrid Models: StegTransX

Among the most practically oriented hybrid systems is StegTransX (2025), a lightweight encoder—
decoder network that explicitly targets JPEG compression resistance [b0]. StegTransX combines
TransX blocks (convolution + attention) with Channel-Spatial Collaborative Fusion (CSCF) for
feature mixing, and introduces a dedicated JPEG compression simulation module during training.
The architecture is designed to be parameter-efficient while maintaining high capacity and imper-
ceptibility.

Experimental results on DIV2K, COCO, and ImageNet demonstrate PSNR improvements of
more than 4 dB over prior state-of-the-art methods for single-image hiding, with competitive multi-
image hiding performance [50]. The JPEG attack module enables reliable secret extraction after
compression, though explicit BER figures per quality factor are not reported. StegTransX repre-
sents a turning point in practical deep steganography by balancing capacity, imperceptibility, and
compression robustness within a lightweight design. However, like all encoder—decoder systems, it
provides no partial-recovery mechanism: if the stego-image is partially destroyed, the decoder fails
holistically.

1.9.6 Summary and Positioning Relative to DASRS

Table @ summarises the key hybrid methods reviewed in this section alongside the classical and
deep learning baselines previously discussed.

Table 1.7: Comparison of hybrid steganography methods (2021-2025) with classical and deep learning
paradigms. Key: PSNR in dB; BER in %; Capacity in bpp; Partial Rec. = partial recovery capability.

Method Year Type PSNR (dB) BER (%) Capacity (bpp) Partial Rec.
DCT baseline (this thesis) —— Classical 37.68 ~15 (JPEG QF 70) Low No
DWT baseline (this thesis) — Classical 43.27 ~15 (JPEG QF 70) Low No
HiDDeN [25] 2018  Deep learning 36.1 ~4 Medium No
MBRS [1] 2021  Deep learning 38.1 0.09 Medium No
CNN-DCT [45] 2024  Hybrid (CNN + DCT) 42.5 2.8 Medium No
Edge+CNN [46] 2025 Hybrid (Edge + CNN) 39.85 0.32-0.47 8.0 No
DCT-GAN [47] 2025 Hybrid (DCT + GAN) 58.27 15 (avg.) 0.039-0.079 No
RT-ILWT [49] 2025 Hybrid (RT + ILWT) 56.22 15.6 0.48 Limited
DeepWaveletFusionToo [48] 2025 Hybrid (DWT + CNN) ~40 N/R Medium No
StegTransX [50] 2025 Hybrid (CNN + JPEG sim.) >40 N/R High No
DASRS (proposed) 2025 Classical (multi-domain) 33.05 0-4.85 Low Yes

Several patterns emerge from this comparison. First, hybrid methods consistently achieve higher
PSNR than pure classical methods, often rivalling or exceeding deep learning systems, because the
deep component optimises embedding locations to minimise perceptual distortion. Second, BER
figures for hybrid systems are generally lower than classical baselines but comparable to deep learning
methods; however, most hybrid papers do not report per-attack BER breakdowns, making rigorous
robustness comparison difficult. Third, and most importantly for this thesis, no hybrid method
provides a structured partial-recovery mechanism. Whether the architecture is CNN-guided DCT,
DCT-GAN refinement, or wavelet—CNN fusion, the payload remains a single, monolithic bit stream.
Recovery is binary: either the complete message is extracted, or nothing meaningful is recovered.

The DASRS framework proposed in this thesis differs fundamentally from the hybrid paradigm.
Rather than adding a deep learning component to a classical embedding pipeline, DASRS addresses
robustness through structural payload design: fragmentation, cross-fragment parity, and multi-
domain redundant embedding. This is a classical-system approach that achieves partial recovery
without neural networks, training data, or GPU acceleration. The hybrid methods reviewed here
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demonstrate that combining classical and deep learning elements can improve imperceptibility and
steganalysis resistance; however, they do not solve the payload-survivability problem that motivates
this work. Chapter { includes a direct performance comparison between DASRS and representative
hybrid techniques.
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Chapter 2

Proposed Framework and
Implementation

The framework proposed in this work, designated DASRS (Damage Aware Self-Recovering Steganog-
raphy), emerged from a straightforward but consequential observation: the steganographic techniques
reviewed in Chapter 1 are designed to make data invisible, not to make it survive. When a stego-
image is altered by compression, filtering, or geometric transformation, the embedded payload is
damaged or destroyed, and no mechanism exists that would allow even a partial recovery of the
original message. DASRS addresses this gap by treating the embedded payload as a resilient data
structure rather than a raw bit sequence, and by distributing that structure across multiple inde-
pendent embedding domains. This chapter describes both the design rationale behind this approach
and its complete implementation, covering the payload architecture, the multi-domain embedding
strategy, the extraction cascade, and the self-recovery mechanism.

2.1 Design Motivation

Every design decision in DASRS is a direct response to a specific, identifiable failure mode in existing
steganographic methods. The failures described in this section were observed in the baseline experi-
ments conducted as part of this study and are consistent with the theoretical limitations documented
in the literature surveyed in Chapter 1.

2.1.1 Limitations of Existing Steganographic Approaches

The methods surveyed in Chapter 1 span a wide technical range, from direct pixel manipulation in
the spatial domain to coefficient modification in the DCT, DW'T, and DFT frequency representations
of the image. Despite this diversity, they share a structural characteristic that places a hard ceiling
on their robustness: the secret message is treated as a single, undivided data stream. Recovery is
consequently binary — either the complete message is extracted correctly, or nothing meaningful is
recovered at all. There is no provision for partial retrieval, and no accommodation for the scenario
in which only a fraction of the embedded data survives a given image transformation.
Three distinct deficiencies follow from this structural property. The first is

Deficiency 1 — Domain-specific fragility . FEach embedding domain provides protection
against a particular class of distortions but is itself vulnerable to others. DCT mid-frequency em-
bedding tolerates JPEG compression but degrades under additive noise, where small random per-
turbations repeatedly shift coefficient values across the decision boundaries that carry the embedded
bits. DWT embedding in the approximation subbands resists moderate noise but is sensitive to low-
pass filtering and aggressive compression. Spatial-domain QIM tolerates isolated bit errors through
majority voting but collapses under any lossy compression that modifies pixel values beyond the
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quantisation step. No single domain offers broad-spectrum robustness [[10], and a method confined
to one domain inherits that domain’s vulnerability in full.

Deficiency 2 — Absence of payload structure . When the message is embedded as a raw
bit sequence with no internal organisation, any corruption in a critical region of the stego-image can
render the entire message unrecoverable. The damage need not be extensive: a 5% border crop —
an operation applied automatically by a significant fraction of image-sharing platforms — removes
all embedding capacity from the cropped region. If that region happens to carry the opening bits
of the message, which in sequential embedding schemes it typically does, the remaining content is
rendered meaningless regardless of how well it survived. The payload has no capacity to redistribute
meaning around a gap [§].

Deficiency 3 — Extraction without damage awareness . Standard extraction procedures
assume, either explicitly or implicitly, that the stego-image is a recognisable descendant of the orig-
inal. The extraction algorithm is applied once, uniformly, across the full image, and the result is
accepted or discarded as a whole. There is no step that detects whether a particular region has been
corrupted, no fallback that attempts an alternative if the primary extraction fails, and no reconstruc-
tion step that could recover meaning from the fragments that did survive. When the image is clean
this simplicity is an asset; when the image has been subjected to compound or severe transformations
it becomes the direct cause of total failure.

2.1.2 The Need for a Payload-Survivability-Oriented Framework

The three deficiencies above share a common root: robustness is treated as a property of where data
is hidden rather than of how the data itself is organised. The design assumption is that a carefully
chosen embedding region, sufficiently stable under the expected attacks, will passively preserve the
hidden information. The payload is inert — it contributes nothing to its own survival.

A different model is possible. If the message is transformed into a structured, redundant object
before embedding — divided into labelled fragments, protected by error-correcting codes, bound by a
parity relationship that permits reconstruction from incomplete recovery, and distributed across em-
bedding locations that fail under different conditions — then the survival of any subset of fragments
is sufficient to yield a partial recovery, and the survival of enough fragments makes a complete recov-
ery possible even after attacks that destroy substantial portions of the image. Robustness becomes
a property of the payload structure, not just of the embedding domain.

This reorientation from hiding-centred to survivability-centred design is the founding motivation
for DASRS. The system makes no claim to hide data more invisibly than existing methods, and it
accepts a modest reduction in imperceptibility as the direct cost of structural resilience. What it
offers in exchange is measurable: given a hostile channel that applies arbitrary distortions to the
stego-image, a larger fraction of the embedded message will survive than would survive with any
single-domain method operating under identical conditions.

2.1.3 Core Design Principles of DASRS

Three design principles govern the architecture of DASRS, each mapping directly onto one of the
deficiencies identified in Section .

1: multi-domain distributed redundancy . Every fragment of the secret message is embedded
simultaneously into four independent domains, each operating on a distinct channel of the YCbCr
colour space and employing a different transform. The independence of the colour channels guarantees
that an attack targeting one domain does not, in general, affect the others. An operation that
equalises the luma histogram, for instance, modifies the Y channel exclusively and leaves C'r and Cb
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unchanged. The robustness contribution of each domain is therefore additive: at least one domain
is likely to survive any attack short of complete image destruction.

2: structured fragmentation with inter-fragment parity . The message is divided into six
equal data fragments, and a seventh fragment is constructed as their byte-wise XOR. This arrange-
ment, analogous in principle to the parity scheme used in RAID-5 distributed storage, allows any
single lost data fragment to be reconstructed exactly from the surviving five and the parity fragment,
without approximation or probabilistic estimation [61]. Within each fragment, a Reed-Solomon en-
coder provides a second, finer-grained layer of protection against byte-level errors, independently of
the cross-fragment parity mechanism [52].

3: damage-aware cascade extraction . The extraction stage does not assume that the stego-
image is intact. Each fragment is sought across all four embedding domains in a fixed order of
decreasing resilience, and is accepted only after passing a three-condition validation test. The sys-
tem records which fragments were recovered and which were lost, then invokes the XOR parity
reconstruction when the conditions for exact recovery are satisfied. The final output is the recov-
ered message together with a numerical score that quantifies how much of the original message was
successfully retrieved.

2.2 DASRS Framework Overview

With the design principles established, this section presents the DASRS system at the architectural
level before the individual components are analysed in detail in the sections that follow.

2.2.1 The Three Pillars of the Framework

The DASRS architecture is organised into three layers that correspond one-to-one with the three
design principles and that operate without direct coupling between them.

The structured payload layer transforms the raw message into an error-protected, parity-
equipped set of binary fragments before any embedding takes place. It handles fragmentation,
CRC-16 integrity checksums per fragment, Reed-Solomon encoding, and the construction of the
XOR parity fragment. This layer has no knowledge of the domains into which the fragments will be
embedded; it produces a collection of bit sequences and passes them to the layer above.

The multi-domain embedding layer receives these bit sequences and distributes them across
the cover image. It is responsible for colour space conversion, zone partitioning to prevent any
two fragments from sharing embedding blocks, and the execution of four independent embedding
procedures — one per domain — each operating on a different channel and at a different frequency
scale. This layer treats the bit sequences as opaque binary data; it has no knowledge of what they
represent.

The damage-aware extraction layer operates at the receiver on what may be a degraded copy
of the stego-image. It performs cascade domain testing, validates each candidate fragment through
a triple check combining Reed-Solomon decoding, CRC verification, and identity confirmation, and
invokes the parity reconstruction mechanism when conditions are met. This layer interacts with the
payload layer only through the binary content of the recovered fragments; it does not know or need
to know how those fragments were embedded.

The separation between these layers is intentional. The specific domain configuration used in this
implementation — four channel-transform pairs chosen for their complementary robustness profiles
— is one concrete realisation of the framework. A different domain set could be substituted without
altering the payload or extraction logic, provided the chosen domains remain statistically independent
under the attacks of interest. The generality of the framework is therefore broader than the specific
implementation evaluated here.
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2.2.2 Sender-Side Pipeline

The sender-side pipeline transforms a plaintext message into a stego-image in six sequential stages,
illustrated in Figure R.1I.

[ Secret Message ]

v

[Message Fragmentation: Cp, C1, Cy, Cs, Cy, C5 + Parity P=Cy®C1 dCo b C3 Cy B C5]

v

[ CRC-16 + Reed-Solomon Encoding  (x 7 fragments) ]

v

[ Colour Space Conversion: BGR — YCbCr }

v

[ Zone-Based Block Assignment (EMBED_KEY = 42) J

v

[Multi—Domain Embedding: Y/Spatial Y/DCT Cr/DCT Cb/DWT}

v

[ Stego Image + Metadata Dictionary }

Figure 2.1: DASRS sender-side processing pipeline. Blue nodes represent payload preparation stages;
orange nodes represent image-level preparation; green nodes represent the embedding and output
stages.

In the first stage, the message is divided into six equal data chunks Cy, Cy, Cs, Cs, Cy, Cs, and
a seventh parity chunk P is computed as their byte-wise XOR. Each chunk is then assembled into
a structured fragment containing the chunk data and a CRC-16 checksum of that chunk. This
checksum allows the extraction stage to verify the integrity of the decoded content independently
in each domain. A Reed-Solomon encoder then appends sixteen parity bytes to each fragment,
producing a binary sequence that can correct up to eight byte-level errors per fragment before the
cross-fragment parity mechanism is even considered. The seven encoded fragments are the atomic
units of the DASRS payload from this point forward.

In the second stage, the cover image is converted from BGR to the YCbCr colour space. This
separates the image into a luma channel Y and two chrominance channels Cr and Cb. The three
channels are processed independently from this point onward; no operation on one channel modi-
fies the values of another. This independence property is central to the multi-domain redundancy
argument and is discussed in detail in Section @

In the third stage, the image is partitioned into non-overlapping zones. Each of the seven frag-
ments is assigned an exclusive zone within each of the four embedding domains, for a total of
twenty-eight zone assignments with no shared blocks between any two fragments in any domain.
A pseudo-random number generator seeded with the fixed key EMBED _KEY = 42 shuffles the order
of blocks within each zone, introducing controlled unpredictability without violating the exclusivity
constraint that prevents fragments from overwriting one another — a failure mode that affected
earlier versions of the system and is documented in Section .

In the fourth and final stage, each fragment is embedded into its assigned zone in all four domains
simultaneously. The embedding procedures and their mathematical formulations are described in
detail in Section R.4. The output is the stego-image together with a metadata dictionary recording
the structural parameters required for extraction: fragment count, message byte length, chunk size,
bit counts per fragment, and zone boundary information. This metadata must accompany the stego-
image to the receiver; it carries no information about the message content itself.
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2.2.3 Receiver-Side Pipeline

The receiver-side pipeline operates on a potentially degraded copy of the stego-image. Its design
premise is that some fragments will have survived intact, some may have been partially corrupted,
and some may be entirely unrecoverable — and that a useful output can still be produced from
whatever subset of the payload remains. The pipeline is illustrated in Figure R.2.

[ Stego Image + Metadata Dictionary J

v

[ Colour Space Conversion: BGR — YCbCr ]

v

[Cascade Domain Extraction: ~Cb/DWT — Cr/DCT — Y /Spatial — Y/DCT]

v

[Triple Validation: RS Decode + CRC-16 Check + Fragment ID Veriﬁcation}

v

[XOR Fragment Reconstruction  (triggered if exactly one data fragment is lost)J

v

[ Message Reassembly + PRR Calculation }

v

[ Recovered Message + Payload Recovery Rate }

Figure 2.2: DASRS receiver-side processing pipeline. Blue nodes represent extraction stages; orange
nodes represent validation and reconstruction; green nodes represent reassembly and output.

The first two stages mirror the sender: the stego-image is converted to YCbCr, yielding the
same three-channel representation from which the fragments were originally embedded. If the image
has been resized, the channel arrays will be of different dimensions than at embedding time; the
extraction procedures accommodate this within the limits described in Section .

In the third stage, each of the seven fragments is sought independently across all four embedding
domains in the cascade order shown in Figure R.2. The Cb/DWT domain is tested first because
it is the only domain that provides reliable extraction after resize operations: the level-2 wavelet
decomposition encodes each bit at a coarser spatial scale that bilinear interpolation leaves largely
intact. The Cr/DCT domain is tested second because it resides on a colour channel unaffected
by the majority of luma-modifying operations. The Y/Spatial domain is tested third because its
majority-vote extraction aggregates the signal from sixty-four pixels per bit, attenuating the effect of
isolated pixel errors. The Y/DCT domain — the most information-dense but also the most sensitive
to distortions that affect coefficient magnitudes — is reserved as a last resort.

For each domain, the extraction reads the bits from the fragment’s assigned zone, attempts
Reed-Solomon decoding, and if decoding succeeds, verifies the CRC-16 checksum and the fragment
identity marker. All three conditions must hold for the fragment to be accepted. A failure at any
point causes the system to advance to the next domain in the cascade without recording a partial
result; fragments are either fully accepted or not accepted at all. A fragment that fails in all four
domains is recorded as lost.

After the cascade has been applied to all seven fragments, the reassembly stage examines the
recovery state. If all six data fragments were validated, the message is assembled directly from
their data chunks in order. If exactly one data fragment is missing and the parity fragment was
recovered, the reconstruction mechanism is triggered: the missing chunk is computed exactly as the
byte-wise XOR of the parity chunk and the five surviving data chunks. This operation introduces
no approximation — it is an algebraic identity, not an estimation. If two or more data fragments
are missing, reconstruction is not possible, and the message is returned in whatever partial form
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the recovered fragments allow. In all cases, the Payload Recovery Rate is computed and returned
alongside the recovered message. The formal definition of this metric is given in Section .

2.3 Structured Payload Design

The most consequential design choice in DASRS is not the selection of embedding domains — it is the
transformation applied to the message before any embedding takes place. Classical steganographic
methods pass the message bits, possibly after simple binary serialisation, directly into the embedding
function. The payload is therefore a featureless sequence: any damage to the bit stream at extraction
yields an output that is either wrong in unpredictable ways or undecodable entirely. DASRS takes
a different approach. Before the first pixel or coefficient is modified, the message is converted into a
self-describing, error-protected, parity-equipped collection of independent fragments. Each fragment
carries enough structural information to be validated on its own, and the collection as a whole is
organised so that any single lost member can be reconstructed from the remaining five. This section
describes that transformation in detail.

2.3.1 Message Fragmentation Strategy

The starting point is the observation that a message embedded as a single continuous block places
all of its information at risk whenever any part of the image that holds it is damaged. The natural
counter-measure is division: if the message is split into several independent pieces and those pieces
are embedded in regions that are likely to fail under different attack conditions, then a distortion
severe enough to destroy one piece will in many cases leave the others unaffected. This is not a
new idea in the broader field of data communications — systematic distributed storage and erasure-
coded transmission have exploited the same principle for decades [51] — but its application to image
steganography as a first-class design element, rather than an incidental detail, distinguishes DASRS
from the methods discussed in Chapter 1.

Fragment Count and Chunk Size Calculation

The message is divided into Ng... = 6 data fragments of equal size. The choice of six reflects a
deliberate balance between recovery granularity and embedding overhead. Fewer fragments reduce
the overhead of the parity scheme and increase the capacity per fragment but coarsen the partial-
recovery resolution: with two fragments a failure is either total or half the message survives, whereas
with six fragments the PRR grades are § ~ 17%, 2 ~ 33%, 2 = 50%, 5 ~ 67%, 2 ~ 83%,
and 100 %, allowing fine-grained characterisation of damage extent. More fragments would further
increase this granularity but raise the total bit count to be embedded, reducing the range of cover
images that satisfy the minimum capacity requirement and increasing the perceptual distortion on
the cover image.

The message is first encoded as a UTF-8 byte string of length ¢ bytes. If ¢ is not exactly divisible

by Ngata, zero bytes are appended until the total length is a multiple of six. The chunk size is then:

e[ o

and the six data chunks Cy, Cy, Cy, C5, Cy, C5 each contain exactly s bytes, with the padding
zeros occupying the tail of C'5 when necessary. As a concrete example, the test message used in this
study, “Hello, this is a secret message hidden with DASRS!”, is 49 bytes long. Padding raises this
to 54 bytes ([49/6] =9, 6 x 9 = 54), yielding six chunks of 9 bytes each.

A seventh fragment P, the XOR parity fragment, is constructed from these six chunks as described
in Section P.3.2, bringing the total number of embedded fragments to Ngagments = 7.
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2.3.2 Inter-Fragment Redundancy via XOR Parity

Dividing the message into independent fragments solves the problem of localised damage but intro-
duces a new vulnerability: if one fragment is lost, the corresponding portion of the message is lost
with it. To address this, a seventh fragment is constructed whose sole purpose is to provide enough
information to reconstruct any single missing data fragment. This arrangement is structurally equiv-
alent to the parity mechanism used in RAID-5 distributed disk storage [51], adapted here to operate
at the byte level on steganographic payload chunks.

Parity Fragment Construction

Once the six data chunks have been assembled, the parity chunk P is computed by initialising a
zero-filled buffer of length s bytes and folding each data chunk into it through byte-wise exclusive
OR. The parity fragment is then serialised and encoded identically to the data fragments — it carries
the same wire format, the same CRC-16 checksum, and the same Reed-Solomon protection. At the
embedding stage, the parity fragment is treated as a seventh payload element with no special status;
the embedding pipeline does not distinguish between data fragments and the parity fragment in any
way. This simplifies the implementation and guarantees that the parity fragment benefits from the
same four-domain redundancy as every other fragment.

XOR Parity Computation

For a chunk size of s bytes, the parity chunk is defined byte-position by byte-position as:

P[j] = Colj] & Ci[j] @ Calj] ® Cslj] @ Calg) & Cslj], 7=0,1,...,s—1 (2.2)

where @ denotes the bitwise exclusive OR operation. If during extraction exactly one data
fragment C; is found to be irrecoverable, and the parity fragment P is available, the lost chunk is
recovered exactly by applying the same XOR identity to the surviving pieces:

5
e

The correctness of Equation (@) follows directly from the associativity and self-inverse property

of XOR: since P[j] = Cylj] @ - - - & C5[j], XOR-ing P[j] with the five known chunks cancels all terms

except C;[j], leaving the lost byte recovered exactly. There is no approximation, no probabilistic

estimation, and no dependence on the content of the recovered bytes. The reconstruction is as
reliable as the surviving fragments themselves.

Limitation: Single-Fragment Recovery Only

The XOR scheme described above is capable of reconstructing at most one lost data fragment. If
two or more data chunks are simultaneously irrecoverable, Equation (@) cannot be applied because
at least one unknown remains on the right-hand side. In this case, the system assembles the message
from whatever data fragments were successfully recovered and leaves the missing portions as null
bytes, reducing the Payload Recovery Rate proportionally.

This is a known limitation shared with RAID-5, where simultaneous failure of two disks also
exceeds the parity scheme’s corrective capacity. In the steganographic context, the constraint is
mitigated by two design features: the four-domain embedding, which makes it unlikely that any
two fragments will simultaneously fail across all four of their respective embedding domains, and
the Reed-Solomon encoding within each fragment, which handles partial bit corruption before the
fragment-level loss decision is even made. The practical impact of this limitation on the experimental
results is analysed in Chapter 4.
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2.3.3 Fragment Wire Format

Each fragment, whether data or parity, is serialised into a fixed-structure byte sequence before Reed-
Solomon encoding. This wire format is identical for all seven fragments and determines the total bit
count that must be accommodated within each fragment’s embedding zone.

Full wire size: (s 4+ 19) B— (s + 19) x 8 bits embedded per fragment

frag_id Data chunk own_crc | Reed-Solomon parity
1B s bytes 2B 16 B

Pre-RS payload: (s + 3) B

Figure 2.3: DASRS fragment wire format showing the four fields: fragment ID, data chunk, CRC-16
checksum, and Reed—Solomon parity bytes.

The wire format, shown in Figure @, consists of four fields arranged in the following order.
The fragment identifier occupies the first byte and records the index of the fragment in the
range 0 < frag id < 6, with index 6 reserved for the parity fragment. The data chunk follows
immediately and contains the s message bytes assigned to this fragment, or the XOR parity bytes
it frag_id = 6. The CRC field records the CRC-16 checksum of this fragment’s own data chunk
(own_crc), allowing the extraction stage to verify the integrity of the decoded content. The final
field, appended by the Reed-Solomon encoder, contains sixteen bytes of error-correction symbols.

The total wire size is therefore (s + 19) bytes per fragment, or (s + 19) x 8 bits. For the 9-byte
chunk of the test message, each fragment occupies (9 + 19) x 8 = 224 bits. It is this bit count that
determines the minimum embedding capacity required per zone in each domain, and it governs the
minimum image size at which the system can operate, as discussed in Section .

2.3.4 CRC-16 Integrity Verification

Each fragment carries a CRC-16 checksum (own_crc) that covers its data chunk. This checksum
serves as an independent integrity guard: even when Reed-Solomon decoding succeeds, a subtle
corruption that falls within the RS correction budget may produce an incorrect but syntactically
valid codeword. The CRC check catches such cases by comparing the recomputed checksum of the
decoded chunk against the stored own_crc value. A mismatch causes the candidate to be rejected
immediately, and the cascade advances to the next domain.

The checksum function used throughout is CRC-16/CCITT-FALSE, defined by the generator
polynomial:

Gx) =2+ 22 +2° +1 (2.4)

with an initialisation value of 0xFFFF and no final XOR or bit reversal. This variant is widely
used in communications protocols for its strong error-detection properties with 16-bit overhead: it
detects all single and double bit errors, all odd numbers of bit errors, all burst errors of length 16 or
fewer bits, and the vast majority of longer burst errors [53]. For the fragment lengths used here — at
most a few hundred bits — the probability of an undetected error given that a corruption occurred
is 2710 ~ 1.5 x 107°, which is negligible relative to the other sources of uncertainty in the system.

At extraction, a candidate fragment is accepted only when all three of the following conditions
hold simultaneously:
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RS_decode(b) = success A crcl6(C;) = own_crc A frag_id = iexpected (2.5)

where b is the extracted bit sequence and Zexpected is the fragment index currently being sought.
Failure of any single condition causes the extraction to advance to the next domain in the cascade
without recording a result. This strictness is intentional: a fragment accepted with an incorrect
identity or corrupted data would introduce a silent error into the reassembled message, which is a
worse outcome than marking the fragment as lost and invoking the parity reconstruction mechanism.

2.3.5 Reed-Solomon Error Correction

The CRC-16 scheme described above detects errors but cannot correct them. A fragment that fails its
CRC check must be either discarded or sought in another domain. In many scenarios, however, only
a few bytes within the fragment are corrupted — the kind of damage inflicted by moderate Gaussian
noise or a handful of JPEG quantisation rounding events — and discarding the entire fragment on
account of a small number of corrupted bytes would be unnecessarily wasteful. Reed-Solomon codes
are designed precisely for this situation: they locate and correct a bounded number of corrupted
symbols within a codeword, restoring the fragment to its original state before the CRC check is even
applied [52].

In DASRS, each fragment is encoded using a (n, k) Reed-Solomon code over GF(28) with ¢ = 16
parity symbols, where ¢ = n — k. The decoder is guaranteed to correct up to |t/2] = 8 byte
errors per fragment, regardless of their position within the codeword. If the number of corrupted
bytes exceeds eight, the decoder will either return a decoding failure — in which case the fragment
is passed to the next cascade domain — or, in rare cases of very heavy corruption, produce an
incorrect correction that the CRC check will subsequently reject. The eight-byte correction capacity
was chosen as a practical balance: it is large enough to absorb the byte-level damage inflicted by
moderate compression and noise, yet it keeps the RS parity overhead at 16 bytes, a figure that adds
less than 15 % to the wire size for the chunk sizes used in this implementation.

Two-Level Protection Architecture

The combination of intra-fragment Reed-Solomon coding and inter-fragment XOR parity creates
two distinct and independent layers of protection that operate at different granularities and against
different failure modes. Table ﬁ summarises their respective scopes.

Table 2.1: The two-level error protection architecture of the DASRS payload. The two layers operate
independently; each addresses a category of damage that the other cannot handle.

Layer Mechanism Scope Corrects

Intra-fragment Reed-Solomon ECC Within one fragment Up to 8 corrupted bytes per fragment
Inter-fragment XOR parity (RAID-5 style) Across all fragments  Any single completely lost data fragm

The intra-fragment layer acts first, at the individual fragment level. When bits are extracted
from a domain and the RS decoder is invoked, any corrupted bytes that fall within the correction are
silently repaired before the fragment is presented to the CRC checker. The fragment either emerges
from RS decoding in a corrected state or the decoding fails outright. In the former case, the CRC
check operates on data that is already restored to its original form.

The inter-fragment layer acts second, after the cascade has determined which data fragments
survived intact and which did not. It does not concern itself with byte-level errors — those are
handled by the RS layer — but only with the binary outcome of whether each fragment was recovered
at all. If the cascade returns three validated data fragments and a validated parity fragment, the
XOR reconstruction fires and restores the fourth. The two layers therefore address complementary
failure modes: partial corruption within a surviving fragment, and total loss of an entire fragment.
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This two-level structure means that an attack must simultaneously overcome the RS correction
capacity and destroy more than one complete fragment in order to cause unrecoverable data loss. In
practice, the attacks that destroy entire fragments — severe cropping, for example — tend to do so
in a spatially localised way that affects all four domains of one fragment simultaneously, which is why
cropping remains a shared failure mode. Attacks that introduce distributed byte-level corruption,
such as moderate Gaussian noise, typically stay within the RS correction budget and are resolved
entirely by the intra-fragment layer, leaving the inter-fragment parity layer uninvoked.

2.4 Multi-Domain Redundant Embedding

The structured payload produced in Section @ is a collection of seven independent bit sequences,
each protected by Reed-Solomon coding and bound to the others through a parity relationship. The
question this section addresses is where and how those bit sequences are written into the cover image.
The answer has two parts: the choice of domains in which to embed, and the engineering decisions
that make the domains genuinely independent from one another. A domain that is merely distinct in
name but correlated in its response to attacks provides no additional resilience — it is independent
failure modes, not independent algorithms, that matter.

2.4.1 The Concept of Domain-Level Redundancy

A single embedding domain can be understood as a channel through which the hidden bits survive
the journey from sender to receiver. Every channel has a characteristic set of attacks that it tolerates
and a characteristic set that destroys it. DCT mid-frequency embedding, for instance, resists JPEG
compression by design: the quantisation step at a given coefficient position is known in advance,
and the embedding strength can be set above it. The same domain is sensitive to additive noise,
which randomly perturbs the coefficient values that carry the comparison signal. DWT subband
embedding at coarse scales resists interpolation-based resize operations but is vulnerable to the low-
pass smoothing effect of Gaussian blur applied at sufficient strength. Spatial-domain quantisation
index modulation accumulates votes across an entire block of pixels, making it tolerant of isolated
impulse noise, yet it degrades under any operation that systematically shifts pixel intensities.

No single domain is universally robust, and combining domains that fail under different conditions
directly addresses this constraint [L0]. If each fragment is embedded into four domains simultane-
ously, and if those domains fail independently under the attacks of interest, then a fragment survives
whenever at least one of its four host domains survives. The failure probability of the fragment
is approximately the product of the failure probabilities of the four individual domains — a dra-
matic reduction relative to any single-domain scheme, provided the failure events are not correlated.
Achieving genuine independence between domains is therefore not an implementation convenience;
it is the structural requirement that makes the redundancy argument valid, and it is the primary
consideration driving the color space and zone design decisions described in the subsections that
follow.

2.4.2 Colour Space Selection
Why YCbCr

Digital images are most commonly stored and transmitted in the RGB colour space, which represents
each pixel as a triplet of red, green, and blue intensity values. For embedding purposes, RGB
is a poor choice: the three channels are perceptually entangled, meaning that a modification to
any one channel has a complex and non-linear effect on the perceived colour of the pixel, and the
channels are not independent with respect to the operations applied by image processing pipelines.
JPEG compression, for example, does not operate on RGB directly: before quantisation, the encoder
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converts the image to a luminance-chrominance space precisely because this decomposition aligns
with the sensitivity structure of the human visual system [54].

The YCbCr colour space represents each pixel by three components: the luma Y, which encodes
brightness and carries the perceptually dominant information; the chroma-red difference C'r, which
encodes the deviation of the red component from the luma; and the chroma-blue difference Cb,
which encodes the corresponding deviation of the blue component. The conversion from BGR is
a linear transformation that separates these three quantities cleanly. As detailed in Chapter 1,
the human visual system is substantially more sensitive to spatial variation in Y than in the two
chrominance channels, which is why JPEG applies finer quantisation to luma coefficients than to
chroma coefficients and why, in 4:2:0 subsampling, the Cr and Cb channels are downsampled by a
factor of two in both spatial dimensions before compression [5].

For DASRS, these properties have two direct implications. First, the greater HVS sensitivity to
Y means that modifications to the luma channel must be kept smaller than equivalent modifications
to the chrominance channels if the same level of imperceptibility is to be maintained. This justifies
the use of a smaller embedding strength parameter for the Y-based domains and a larger one for
the C'r and C'b domains — a calibration discussed quantitatively in Section R.4.5. Second, and more
importantly for the redundancy argument, the transformation between BGR and YCbCr means
that the three channels carry genuinely different information about the image, and attacks that are
designed to or incidentally modify one channel do not, in general, produce correlated modifications
in the others.

Channel Independence as a Redundancy Enabler

The central claim about channel independence is not merely that Y, Cr, and Cb are different arrays
— it is that operations applied to the stego-image in the spatial or frequency domain of one channel
have, in many practically important cases, no effect on the embedded content of the other channels.
This can be stated precisely for a number of specific attacks.

Histogram equalisation, for example, is a global operation that remaps pixel intensities to achieve
a uniform distribution across the available range. When applied to an RGB image, it is most com-
monly implemented in the ¥ channel of the YCbCr representation, leaving Cr and C'b unmodified [5].
An embedding system that stores all of its payload in Y would therefore be completely defeated by
histogram equalisation, since the monotone remapping of Y values destroys all DCT coefficient rela-
tionships and all QIM quantisation boundaries in that channel. A system that also embeds in C'r and
Cb recovers its payload from those channels without loss, regardless of what histogram equalisation
does to Y.

Rotation and alignment operations disrupt the block grid structure that block DCT embedding
relies upon, causing systematic misalignment between the blocks used at embedding time and those
processed at extraction. This effect is identical in all three channels, since rotation is a spatial
operation applied uniformly to the full image. However, DWT embedding at level 2 operates at a
coarser spatial scale, and the four-pixel structures it encodes are somewhat less sensitive to small
rotations than the precise eight-pixel block boundaries required by DCT. In the DWT domain, this
is again a channel-independent property.

Salt-and-pepper noise introduces isolated pixel errors uniformly distributed across all channels.
Because the spatial QIM domain in Y uses majority voting over sixty-four pixels to decode each
bit, it can absorb a substantial fraction of isolated pixel corruptions without error, while the DCT
and DWT domains in the same image may be less tolerant. The interaction between the channel
structure and the noise model therefore determines which domain serves as the primary recovery
path for each attack type, and this interaction is exploited explicitly in the cascade extraction order
described in Section ﬁ
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2.4.3 Zone Partitioning: Guaranteeing Exclusive Embedding Regions

Before the embedding procedures themselves can be described, one implementation issue must be
addressed: the assignment of specific image blocks or coefficient positions to specific fragments. If
two fragments are assigned overlapping regions, the second fragment to be embedded will silently
overwrite the bits written by the first, producing an inconsistency that neither the RS decoder nor
the CRC checker can detect. This failure mode is not hypothetical — it was observed in earlier
versions of the system and is the motivation for the hard-partition zone design adopted in the final
implementation.

The Silent Overwrite Problem in Prior Versions

The original block assignment scheme used a single pool of indices for each domain and assigned
fragments by taking pseudo-random shuffles of that pool using a different seed for each fragment.
Under this scheme, two fragments might independently select the same block index, because the
shuffle of fragment j’s pool was performed without knowledge of which indices had already been
assigned to fragments 0,...,7 — 1. The embedding loop processed fragments sequentially, so the
later fragment always “won” the conflicting block, overwriting the coefficients or pixel values written
by the earlier one.

The failure mode was silent in two respects. The embedding function produced no error or
warning when a block was written twice. The extraction function, operating on the same block with
the same algorithm, simply read the values written by the later fragment, which it then attempted
to decode as the earlier fragment — a decoding that systematically failed because the bit sequence
belonged to a different fragment entirely. In practice, fragment 0 (the first embedded) was the most
frequent victim, because all four subsequent fragments could overwrite its blocks, while fragment 4
(the last embedded) was never overwritten and therefore nearly always extracted successfully. This
asymmetry was one of the diagnostic signals that identified the root cause.

Hard-Partition Zone Assignment

The corrected design divides the available block indices in each domain into Ngagments = 7 contiguous,
non-overlapping zones before any random shuffling takes place. Fragment ¢ is assigned exclusively
to zone ¢ in every domain. Within its zone, the block order is randomised using a pseudo-random
number generator seeded with the shared key EMBED KEY = 42 plus a fragment-specific and domain-
specific offset, providing controlled unpredictability while preserving the exclusivity constraint.

The zone boundaries differ between domains because the Y channel hosts two independent em-
bedding domains — spatial and DCT — while the C'r and Cb channels each host one. The Y channel
block pool is therefore divided into 2 X Ngagments = 14 zones: seven for the spatial domain and seven
for the DCT domain, arranged so that spatial zones occupy the lower half of the index space and
DCT zones occupy the upper half. The Cr channel is divided into seven zones for the DCT domain
alone, each zone being larger than a Y zone because the Cr pool is not shared with a second domain.
The Cb channel zone partitioning applies separately to the LH2 and HL2 subband coefficient arrays
produced by the level-2 Haar decomposition, as described in Section . Table summarises the
zone layout.

The guarantee provided by this design is absolute within a single embedding session: no two
fragments share any block or coefficient position in any domain. Any corruption at extraction time
is therefore caused by an external attack on the stego-image, not by an internal collision in the
embedding procedure.

2.4.4 Embedding Domain Configuration

With the structural foundation established, the four embedding domains can now be described in
detail. Fach subsection presents the embedding rule, the extraction rule, and the specific parameter
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Table 2.2: Zone partitioning layout for a 512 x 512 image. Each fragment owns one zone per domain
with no shared blocks. Zone sizes for the Cr and Cb channels differ from the Y channel because
those channels host fewer embedding domains.

Domain Channel Total Blocks Zones Blocks per Zone
Spatial QIM Y 4,096 7 (of 14) 292

DCT comparison Y 4,096 7 (of 14) 292

DCT comparison Cr 4,096 7 585

DWT QIM (LH2) Cb ~ LH2 size 7 LH2 size /7

DWT QIM (HL2) Cb ~ HL2 size 7 HL2 size /7

choices made for this implementation, along with a brief analysis of the attacks the domain is designed
to resist.

Domain 1 — Spatial QIM on the Luma Channel

The first domain operates directly on the pixel values of the Y channel without any frequency
transform. It encodes one bit per 8 x 8 pixel block by quantising all sixty-four pixels in the block to one
of two quantisation levels determined by the bit value. This approach is an instance of Quantisation
Index Modulation (QIM) [55], which was introduced in Chapter 1. The block-level aggregation —
encoding one bit across sixty-four pixels rather than in a single pixel — is the property that gives
the domain its noise tolerance.

Embedding rule. Given a quantisation step Ay = 8 and a pixel value p, the quantisation base is
computed as ¢ = [p/A;s]| - As. The modified pixel value p’ is then:

(2.6)

/ {q + 32+ if the bit to embed is 1

N q+ Aj if the bit to embed is 0

This rule is applied independently to all sixty-four pixels in the block. The maximum per-pixel
modification is [p’ —p| < As/2 = 4 intensity counts, a change that falls below the detection threshold
of the human visual system for natural image content [56].

Extraction rule. At extraction, each pixel in the block casts one vote: it votes 1 if (p mod Ay) >
A/2, and 0 otherwise. The decoded bit is the majority outcome across the sixty-four votes:

64
. 1 if 1 dA) > 2| >32
b= ' kz::l (pemod &) > ] > (2.7)

0 otherwise

For a single bit to be decoded incorrectly, more than half of the sixty-four independent votes must
be wrong simultaneously. Under additive noise with standard deviation o, this requires on average
that each pixel be displaced across the decision boundary at A;/2 = 4, which demands o > 4. Under
impulse noise, the votes of the corrupted pixels are simply outvoted by the surviving majority. The
domain provides no robustness against operations that systematically shift all pixel values in the
block by more than A,/2 — a limitation shared by all quantisation-based spatial methods.

Domain 2 — DCT Mid-Frequency Comparison on the Luma Channel

The second domain operates on the DCT coefficients of 8 x 8 blocks of the Y channel. Rather than
modifying a single coefficient, it encodes each bit by enforcing a controlled magnitude relationship
between two coefficients at mid-frequency positions in the block. This comparison-based approach is
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more stable than absolute-value encoding because the comparison sign is preserved under quantisation
operations that affect both coefficients by similar amounts — a property that directly underpins the
domain’s resistance to JPEG compression [10].

Coefficient selection. The two coefficient positions used are A = (2,3) and B = (3,2) in the
8 x 8 DCT coefficient matrix, indexed from zero. These positions lie on the anti-diagonal of the
mid-frequency region of the DCT block, as illustrated in Figure in Chapter 1. The choice of two
positions that are symmetric with respect to the DC-diagonal avoids directional bias: both positions
receive the same average quantisation step under the standard JPEG luminance quantisation table,
ensuring that neither coefficient is systematically more degraded than the other after compression.

Embedding rule. The midpoint of the two coefficient values is preserved while their difference is
forced to a fixed magnitude Ay = 35:

m

 Fy+Fp {FA<—m+Ay/2, Fp+m—Ay/2 bit=1 28)

2 FA<—m—Ay/2, FB(—m+Ay/2 bit =0

Preserving the midpoint means that the average energy of the two coefficients is unchanged by
the embedding operation, which reduces the perceptual impact and limits the PSNR degradation
introduced by this domain.

Extraction rule.
A 1 if Fy>F

0 otherwise

JPEG survival condition. After JPEG quantisation with quality factor ¢, both F4 and Fp
are rounded to the nearest multiple of the quantisation step Q(u,v;q) at their respective positions.
Because A and B are symmetric, Q(2,3;q) ~ Q(3,2;q). The sign of Fy — Fp is preserved after
quantisation if and only if Ay > Q(2,3;q) [10]. At JPEG quality 75, the standard luminance
quantisation step at position (2,3) is approximately 4. At quality 50 it rises to approximately
8. With Ay = 35, the survival condition is satisfied with a margin of more than eight times the
quantisation step at quality 50:

Ay =35> Q(2,3; q) for ¢ > 50 (2.10)

Domain 3 — DCT Mid-Frequency Comparison on the Chroma-Red Channel

The third domain applies the same comparison-based DCT embedding algorithm to the C'r channel.
The algorithm is identical in structure to Domain 2; the differences lie in the coefficient positions
chosen and the embedding strength used, both of which are adjusted to account for the distinct
quantisation behaviour of chroma coefficients under JPEG compression.

Rationale for a separate chroma DCT domain. Using the same DCT algorithm on a different
channel provides redundancy that is independent of Domain 2 at the channel level. An operation
that modifies Y coefficients — histogram equalisation of the luma channel, for example — has no
effect on Cr coeflicients. Conversely, chroma subsampling in JPEG 4:2:0 processing modifies Cr in
ways that do not propagate to Y. The two DCT domains therefore have genuinely different failure
conditions despite using the same embedding algorithm.
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Coefficient selection. The positions used for Cr are A = (1,2) and B = (2, 1), which lie at lower
frequencies than the (2,3)/(3,2) pair used in the Y channel. The reason for this downward shift is
that JPEG 4:2:0 subsampling of the chroma channels is effectively a two-dimensional averaging filter
applied before block DCT is computed. This averaging suppresses higher-frequency content in Cr
more aggressively than in Y, so the safe embedding zone shifts toward lower DCT frequencies [54].
The (1,2)/(2,1) pair sits below the frequency range most affected by chroma subsampling and is
therefore more stable under JPEG processing than the (2, 3)/(3, 2) pair would be on the same channel.

Embedding and extraction rules. The embedding and extraction rules are identical to Equa-
tions (@) and (@), with Ag, = 45 replacing Ay = 35.

JPEG survival condition. The standard JPEG chroma quantisation step at positions (1,2) and
(2,1) has a base value of 26 in the default chroma quantisation table. At JPEG quality 50, this step
equals 26. The survival condition becomes:

Acr =45 > Qcr(1,2; q) for ¢ > 50 (2.11)

The larger value of Ag, relative to Ay reflects the combined effect of the larger chroma quanti-
sation step and the lower HVS sensitivity to distortions in the Cr channel: the embedding can be
made stronger without a corresponding increase in perceptual distortion.

Domain 4 — Haar DWT Level-2 QIM on the Chroma-Blue Channel

The fourth domain is structurally distinct from the first three: it operates in the wavelet domain
rather than the DCT domain, and it embeds in the C'b channel rather than Y or Cr. This domain
provides the system’s primary defence against resize operations, which are one of the most common
image transformations applied by distribution platforms.

Why level-2 decomposition. The Haar DWT decomposition produces subbands at successively
coarser spatial scales [11]. A level-1 decomposition yields subbands whose coefficients each represent
structures at the scale of individual 2 x 2 pixel groups. Bilinear interpolation during a resize-then-
restore cycle averages nearby pixels together, which introduces errors into the level-1 coefficients
that are comparable in magnitude to the embedding signal. A level-2 decomposition applies the
Haar filter a second time to the level-1 approximation subband, producing level-2 coefficients that
each represent structures at the scale of 4 x 4 pixel groups. These coarser-scale coefficients are far
less sensitive to the one-to-two-pixel-scale smoothing introduced by bilinear interpolation, making
the level-2 domain the only one of the four that maintains reliable extraction after a 50 % resize and
restore operation.

Subband selection. The two level-2 detail subbands used are LH2 (horizontal detail at level-2
scale) and HL2 (vertical detail at level-2 scale). The LL2 approximation subband is avoided because
it carries the coarse image structure and any modification to it produces visible distortion. The
HH2 diagonal subband is avoided because its coefficients are more susceptible to compression. The
fragment bits are split evenly between LH2 and HL2, with half the bits embedded in each subband
within the fragment’s assigned zone.

Embedding rule. The QIM formula applied to a level-2 coefficient W with quantisation step
ACb = 30.0 is:

1% 38ch  hit =1
W= {J T 9.12
P YA pig=0 (2.12)
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Extraction rule.

-1
i { if (W mod Acy) > Acy/2 (2.13)

0 otherwise

The value A¢g, = 30.0 was selected empirically to provide a sufficient margin above the coefficient
perturbations introduced by bilinear interpolation at a scale factor of 0.5. At this scale, the interpo-
lation error in level-2 coefficients is typically below 10 intensity units, leaving a decision boundary
clearance of A¢p/2 — 10 = 5 units on each side — narrow but sufficient for reliable decoding under
the resize attacks evaluated in Chapter 4.

2.4.5 Embedding Strength Calibration

Each domain is governed by a single embedding strength parameter — referred to as A in the QIM
domains and as the coefficient difference threshold in the DCT comparison domains — that controls
the trade-off between robustness and imperceptibility. A larger value of A produces a signal that is
more resistant to noise and quantisation, but also introduces greater distortion into the stego-image
and reduces the peak signal-to-noise ratio.

The values used in this implementation were determined by two considerations acting in opposite
directions: the minimum value required to survive the target attacks, and the maximum value
compatible with acceptable imperceptibility. For the DCT domains, the minimum value is set by the
JPEG survival condition derived in Sections : A must exceed the maximum quantisation step
at the chosen coefficient positions for the range of JPEG quality factors of interest. For the DWT
domain, it is set by the maximum coefficient perturbation introduced by bilinear interpolation at
the target resize ratio. For the spatial domain, it is set by the noise standard deviation at which a
majority of votes are expected to flip.

Table summarises the calibrated parameter values for each domain and the primary attack
scenario each parameter was tuned against.

Table 2.3: Embedding strength parameters for the four DASRS domains. Each parameter was
calibrated against the attack that imposes the tightest lower bound on its value.

Domain Channel Parameter Value Calibration target

Spatial QIM Y Ay 8 S&P noise, moderate Gaussian
DCT comparison Y Ay 35 JPEG quality > 50

DCT comparison Cr Acy 45 JPEG quality > 50 (chroma quant.)
DWT QIM (L2) Cb Acy 30.0 Resize x0.5 (bilinear)

It is important to note that these values represent a configuration chosen for the implementation
evaluated in this thesis, not fundamental constraints of the DASRS framework. A deployment
targeting a different threat model — one where JPEG quality may fall below 50, or where resize
ratios smaller than 0.5 are expected — would require recalibration of the relevant parameters. The
framework accommodates this without any structural modification.

2.4.6 Payload Capacity Analysis

The four-domain embedding strategy imposes a minimum image size requirement determined by the
number of bits that must be accommodated per fragment. As established in Section , each
fragment’s wire size is (s + 19) bytes, or (s+ 19) x 8 bits, where s is the chunk size in bytes. For the
49-byte test message, s = 9 and each fragment requires 28 x 8 = 224 bits.

Each domain must provide enough blocks or coefficient positions per zone to accommodate these
224 bits. In the Y channel, the number of available 8 x 8 blocks for a 512 x 512 image is:
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Nblocks = \‘8

The Y channel is divided into 2 X Ngagments = 14 zones, seven for the spatial domain and seven
for the DCT domain, so each zone contains [4,096/14] = 292 blocks. Since 224 bits require 224
blocks (one bit per block in both the spatial and DCT domains), and 292 blocks are available per
zone, the system operates with a surplus of 36 blocks per zone in the Y channel. The C'r channel is
divided into seven zones, giving [4,096/7] = 585 blocks per zone, a considerably larger surplus. The
Cb DWT domain capacity depends on the level-2 subband dimensions, which for a 512 x 512 image
yield LH2 and HL2 subbands of size 128 x 128 = 16,384 coefficients each; divided into seven zones,
this provides 2,340 coefficients per zone per subband, well above the 112 required per subband (half
of 224 bits). Table summarises these figures.

J x {Z/J — 64 % 64 = 4,096 (2.14)

Table 2.4: Embedding capacity analysis for a 512 x 512 image with a 49-byte message (224 bits per
fragment). All domains operate with sufficient surplus capacity at this image size.

Domain Channel Total positions Zones Positions/zone Required
Spatial QIM Y 4,096 7 (of 14) 292 224
DCT comparison Y 4,096 7 (of 14) 292 224
DCT comparison  Cr 4,096 7 585 224
DWT QIM (LH2) Cb 16,384 7 2,340 112
DWT QIM (HL2) Cb 16,384 7 2,340 112

The minimum image size at which the system can operate is determined by the most constrained
domain, which is the Y spatial and DCT domains at 292 blocks per zone. For a square image of side
length L pixels, the requirement is:

114 @2 > (5+19) x 8 (2.15)

For the test message with s = 9 this gives L > 448 pixels, so any image of 512 x 512 or larger
satisfies the requirement with margin. For substantially longer messages, a larger cover image would
be required, or the chunk size must be reduced by increasing Nga.i. — a straightforward configuration
change that would also reduce the granularity of the PRR metric.

2.5 Damage-Aware Extraction and Self-Recovery

The extraction stage is where the design choices made in the preceding sections are put to the test.
A conventional extraction procedure applies a fixed algorithm to the full stego-image and returns a
result — correct if the image is intact, wrong or unreadable if it is not. DASRS replaces this single-
pass scheme with a process that actively accounts for the possibility of partial damage: it tests each
fragment across multiple domains in order of decreasing resilience, applies a three-condition validation
gate to every candidate before accepting it, and invokes an algebraic reconstruction mechanism when
the conditions for exact recovery of a lost fragment are satisfied. The result is not merely a recovered
bit sequence but a structured outcome that quantifies what was recovered, what was reconstructed,
and what was lost — information that has no equivalent in single-domain extraction schemes.

2.5.1 The Cascade Extraction Strategy

Domain Priority Order and Rationale

For each of the seven fragments, the extraction stage attempts recovery from four domains in a fixed
sequence. The sequence is not arbitrary: it is ordered from the domain most likely to have survived
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an arbitrary distortion to the domain most likely to have been corrupted, so that if a fragment can
be recovered at all, it is recovered from the best available source with the minimum number of failed
attempts.

The ordering, summarised in Table @, places the Cb/DWT level-2 domain first. This domain
resides on the chroma-blue channel and encodes each bit at the coarse spatial scale of level-2 Haar
coefficients. Among the four domains, it is the only one that provides reliable recovery after a
downscale and restore operation, because the level-2 decomposition represents image structure at
a four-pixel scale that bilinear interpolation cannot effectively destroy. It is also immune to luma-
targeted operations such as histogram equalisation and brightness adjustment, which do not touch
the Cb channel. Testing this domain first means that for any attack to which the DWT is resilient,
the fragment is recovered in the first attempt and the remaining three domains are never queried,
reducing both processing time and the risk of accepting a corrupted candidate from a less reliable
domain.

The Cr/DCT domain is placed second. It combines the robustness of mid-frequency DCT compar-
ison embedding against JPEG compression with the channel independence of C'r, which is unaffected
by operations that selectively modify the luma channel. Gaussian noise at moderate standard devi-
ation typically leaves the comparison sign of the C'r DCT coefficients intact, because the embedding
strength Aq, = 45 exceeds the expected noise perturbation at the coefficient level for o < 15.

The Y /Spatial domain occupies third position. Its majority-vote extraction across sixty-four
pixels per block makes it tolerant of impulse noise and moderate Gaussian perturbation. It operates
on the Y channel, which means it shares the vulnerability of all Y-based domains to operations that
globally modify luma values, but the spatial QIM decision boundary is defined relative to the modulo
of pixel values rather than their absolute level, giving it partial tolerance to brightness and contrast
shifts as well.

The Y/DCT domain is reserved as the last resort. Among the four domains it is the most
information-dense per unit of spatial area, encoding one bit per 8 x 8 block using only two coefficient
values. This density makes it the most sensitive to distortions that perturb coefficient magnitudes,
including noise, blur, and any operation that modifies the luma channel significantly. Its primary
virtue is its strong resistance to JPEG compression, which makes it a reliable fallback when the
stego-image has been subjected to heavy quantisation without other forms of noise.

Table 2.5: Cascade domain extraction order. Fach domain is attempted in sequence for every
fragment; the first domain that passes the triple validation test is accepted and the remaining domains
are not queried.

Priority Domain Channel Primary Strength Primary Vulnerability
1st Cb/DWT level-2 Cb Resize, luma-targeting ops Aggressive median filter
2nd Cr/DCT comparison C'r JPEG, moderate Gaussian noise Strong chroma ops
3rd Y /Spatial QIM Y Impulse noise, contrast shifts Blur, heavy Gaussian
4th Y/DCT comparison Y JPEG compression Noise, geometric attacks

Per-Domain Extraction Procedure

The mechanics of extraction within each domain mirror the corresponding embedding procedure. For
the spatial QIM domain, the extraction reads all sixty-four pixels in each assigned block and applies
the majority vote rule of Equation (@) For the two DCT comparison domains, it reads the two
designated coefficient positions in each assigned block after applying the block DCT, and decodes
the bit from their sign relationship according to Equation (@J) For the DWT level-2 domain, the
extraction applies the two-level Haar decomposition to the Cb channel, reads the LH2 and HL2
coefficients at the assigned positions, and applies the QIM decoding rule of Equation () In all
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cases, blocks or coefficient positions that fall outside the image boundaries after cropping contribute
a neutral zero bit to the extracted sequence, which the Reed-Solomon decoder treats as an erasure.

The output of each domain extraction is a raw bit sequence of length equal to the fragment’s
wire size in bits. This sequence is passed immediately to the validation stage described below. If
validation succeeds, the fragment is accepted and the remaining domains are skipped. If validation
fails, the next domain in the cascade is queried.

2.5.2 Fragment Validation Logic

The raw bit sequence produced by a domain extraction is not accepted as a valid fragment directly.
It is subjected to three independent checks in sequence, each of which can independently reject the
candidate. This multi-stage gate is necessary because each individual check has failure modes the
others do not: the Reed-Solomon decoder can correct errors but cannot detect identity swaps; the
CRC check can detect data corruption but assumes the fragment identity is already known; and the
identity check can confirm the correct index but cannot detect subtle data corruption. Together, the
three checks form a guard strong enough to reject corrupted or misidentified fragments with high
confidence.

Reed-Solomon Decoding

The first step is to pass the extracted bits through the Reed-Solomon decoder. The bit sequence
is converted to a byte array and presented to the RS(n, k) decoder over GF(2®) with ¢t = 16 parity
symbols. If the number of corrupted bytes in the codeword does not exceed |t/2| = 8, the decoder
locates and corrects them exactly and returns a decoded byte array of length k. If the corruption
exceeds the correction capacity, the decoder raises a decoding failure, which the extraction logic
catches and treats as a domain failure: the cascade advances to the next domain without recording
any result for this attempt [52].

A successful RS decoding does not by itself confirm that the fragment is valid. It confirms only
that the extracted bits form a valid codeword — a condition that could, in principle, be satisfied
by a heavily corrupted bit sequence that happens to decode to an incorrect but syntactically valid
codeword. The two subsequent checks address this residual ambiguity.

CRC-16 Integrity Check

If RS decoding succeeds, the decoded byte payload is parsed according to the wire format of Sec-
tion R.3.3, yielding the data chunk and the stored CRC values. The CRC-16/CCITT-FALSE function
is then applied to the decoded data chunk and the result is compared with the own_crc field. A
mismatch indicates that the data chunk or one of its associated header bytes was corrupted in a way
that fell within the RS correction budget but was applied incorrectly [53]. In this case the candidate
is rejected and the cascade continues.

Fragment Identity Verification

The third check reads the frag id byte from the decoded payload and compares it with the index ¢
of the fragment currently being sought. This step addresses the identity-swap scenario: a fragment
whose frag_id byte was silently replaced by a different valid index would pass both the RS decoder
and the CRC check if the corruption produced a coherent codeword with a matching CRC. Placing
fragment j at position ¢ in the reassembled message would produce a silent, undetectable error in
the final output. The identity check prevents this.

Triple Acceptance Condition

A candidate bit sequence extracted from domain d for fragment ¢ is accepted if and only if all three
conditions hold simultaneously:
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RS_decode(by) = success A crc16(C;) = own_crc A frav/é_\id =1 (2.16)

where by is the bit sequence extracted from domain d, C; is the decoded data chunk, and flggTid

is the decoded fragment identifier. On acceptance, the fragment is appended to the recovered list and

the cascade halts for fragment 7. On rejection, no partial result is stored and the cascade advances
to the next domain. Figure illustrates the full decision flow for a single fragment.

Extract bits from next 1‘
domain in cascade J‘

RS decode
succeeds?

Next domain

Yes
matches?
Yes

correct?
Yes

Fragment accepted ---
record and stop cascade

v

All domains exhausted ---
fragment marked LOST

Figure 2.4: Decision flowchart — cascade extraction of a single fragment.

2.5.3 Fragment Damage Detection

The concept of damage detection in DASRS is implicit rather than explicit. The system does not ap-
ply a separate damage estimation step before extraction begins; damage is detected entirely through
the outcome of the extraction and validation process itself. A fragment is considered damaged —
specifically, irrecoverably damaged from a given domain — when the triple acceptance condition of
Equation () fails for that domain. A fragment is considered lost when the condition fails across
all four domains.

This approach carries a precise semantic guarantee. A fragment marked as lost is not one that
might have been corrupted — it is one for which no domain produced a decodable, CRC-consistent,
correctly identified bit sequence. The system therefore never operates on ambiguous or low-confidence
data: every fragment present in the recovery list has independently passed all three validation checks,
and every fragment absent from that list is one for which parity reconstruction is the only remaining
option.

An important practical consequence is that the damage verdict is per-fragment, not per-image.
An attack that destroys a specific spatial region of the image causes the fragments whose embedding
zones fall within that region to fail, while fragments in unaffected zones pass normally. This is the
mechanism by which the zone-partitioned embedding of Section translates spatial damage into
fragment-level loss events that the reconstruction stage can reason about. It is also the mechanism
behind the crop failure reported in Chapter 4: a border crop removes the entire zone of any fragment
assigned to that border in every domain simultaneously, so reconstruction from parity is the only
remedy — and only if the parity fragment’s own zone survived the crop.
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2.5.4 XOR-Based Fragment Reconstruction

Reconstruction Trigger Condition

After the cascade extraction has been applied to all seven fragments, the system examines the
recovery log and determines whether the conditions for XOR reconstruction are satisfied. Let R C
{0,1,2,3,4,5} be the set of data fragment indices that were successfully recovered through the
cascade, and let p be a Boolean flag indicating whether the parity fragment (index 6) was also
recovered. Reconstruction is triggered if and only if:

IR| = Ndata —1 A p=true (2.17)

meaning exactly five of the six data fragments were recovered and the parity fragment is available.
The single missing index i* = {0, 1,2,3,4,5} \ R is the reconstruction target. If two or more data
fragments are missing, or the parity fragment was lost, neither branch of Equation () is satisfied
and reconstruction is not attempted.

Exact Reconstruction Formula

The lost chunk Cj« is computed byte by byte from the recovered parity chunk P and the five surviving
data chunks C,, for m € R:

Ciljl = Plj] @ Cwls], 7=0,1,...,5—1 (2.18)
meR

The implementation initialises a reconstruction buffer with the bytes of P, then XOR-folds each
surviving data chunk into it in sequence. The final buffer content is the reconstructed Cj«, which
is then inserted into the data map alongside the five directly recovered chunks. The message is
assembled from all six chunks in index order, and the trailing padding bytes introduced during
fragmentation are removed by truncating to the original message byte length ¢ stored in the metadata

dictionary.

2.5.5 Payload Recovery Rate — Definition and Interpretation

The final output of the extraction stage is the recovered message text together with a numerical
metric that characterises the completeness of the recovery. This metric, the Payload Recovery Rate
(PRR), is introduced in this thesis as a robustness measure suited specifically to systems capable
of partial payload recovery. Existing steganography and watermarking literature typically expresses
robustness either as a binary success-or-failure outcome or as a Bit Error Rate computed over the full
extracted bit sequence [10, [7]. Neither measure is appropriate for DASRS: BER averages corruption
uniformly across all bits and cannot distinguish between a system that recovers 80% of a message
intelligibly and one that returns 80% of random noise, while binary pass/fail reporting treats these
outcomes identically. PRR fills this gap by quantifying recovery at the fragment level, providing a
structured and auditable measure of damage extent. The author is not aware of prior adoption of this
fragment-level recovery rate as a primary robustness metric in the steganographic or watermarking
literature, though analogous recovery-fraction metrics appear in the erasure coding and distributed
storage literature on which DASRS’s fragmentation strategy is modelled.

The PRR is defined as the fraction of data fragments that were either directly recovered through
the cascade or algebraically reconstructed from parity:

(2.19)
where |R| counts reconstructed fragments as recovered. The parity fragment is excluded from

both numerator and denominator: it is infrastructure serving the recovery process rather than a
component of the delivered message.
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For Ngata = 6, the PRR takes values in the discrete set {0, é, %, %, %, %, 1.0} (approximately
{0, 0.17, 0.33, 0.50, 0.67, 0.83, 1.0}). A PRR of 1.0 indicates complete recovery; all six message
chunks are available either directly or via reconstruction, and the original message is reproduced
without loss. A PRR of 5/6 ~ 0.83 indicates that five chunks were recovered and the sixth was
irrecoverable — either the parity fragment was also lost, or two data fragments were simultaneously
lost, preventing reconstruction. The recovered portion of the message is likely still largely intelligible
depending on content distribution. A PRR of 0.0 indicates total failure: no data fragment passed
the triple acceptance condition in any domain and no reconstruction was possible.

The primary value of PRR over binary pass/fail reporting is that it quantifies the extent of
damage rather than merely its occurrence. An attack that produces PRR = 0.75 is meaningfully less
destructive than one that produces PRR = 0.0, and a framework that guarantees PRR > 0.75 under
a given attack class offers a concrete, auditable robustness commitment that a binary metric cannot
express. The experimental evaluation in Chapter 4 uses PRR as the primary robustness measure
throughout, with values reported per attack and per method for direct comparison.

2.6 DASRS Embedding Algorithm

The embedding procedure brings together all of the components described in the preceding sections
into a single sequential pipeline. It receives a cover image and a plaintext message and returns a
stego-image together with a metadata dictionary that must be preserved and transmitted alongside
the image for extraction to be possible. The metadata carries no information about the message
content; it records only the structural parameters of the embedding — fragment count, message byte
length, chunk size, bit counts per fragment, and the zone boundary information required to locate
the embedded data at extraction time.

Algorithm m presents the full embedding procedure as implemented. The four embedding domains
— spatial QIM on Y, DCT comparison on Y, DCT comparison on Cr, and DWT level-2 QIM on
Cb — are applied across all seven fragments: are executed sequentially on the same YCbCr image,
with the zone partitioning guaranteeing that no step overwrites the output of a previous one. The
four modified channels are merged back into a single image at the end and converted to BGR before
saving.

One detail in Algorithm m warrants clarification. The spatial and DCT modifications to the Y
channel are applied sequentially — spatial embedding first, then DCT embedding on the spatially
modified array. Because the zone partition assigns each domain an exclusive set of blocks with no
overlap, the DCT step reads and modifies only blocks that the spatial step did not touch, and the two
operations compose without interference. The same argument applies to the C'r and Cb channels,
which are modified entirely independently of Y.

2.7 System Parameters Summary

The behaviour of the DASRS framework is governed by a small set of constants that were fixed for
the duration of this study. These constants encode the design decisions described throughout this
chapter — the number of fragments, the embedding strengths per domain, the coefficient positions
used for DCT comparison, and the shared key used for intra-zone block shuffling. Table @coﬂects
all of these values in one place for reference. They are not free parameters to be tuned per image;
they are fixed at the framework level and shared identically between the embedding and extraction
procedures. Any change to a constant on the sender side must be reflected in the metadata dictionary
passed to the receiver, or extraction will fail.

The distinction between constants and parameters is worth making explicit. The values in Ta-
ble @ were chosen through a combination of theoretical analysis — particularly the JPEG survival
conditions derived in Section P.4.4 — and empirical calibration against the attack battery described
in Chapter 4. They are not claimed to be globally optimal. A deployment facing a different threat
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Table 2.6: Complete list of DASRS system constants as used in this implementation. All values are
fixed at the framework level and shared between embedding and extraction.

Constant Symbol Value Role

N _DATA Nata 6 Number of data fragments car-
rying message content

N_FRAGMENTS Ny 7 Total fragments embedded (6
data + 1 XOR parity)

RS_NSYM_FRAG t 16 Reed-Solomon parity symbols

per fragment; corrects up to 8
byte errors

EMBED KEY K 42 PRNG seed for intra-zone block
order shuffling

DCT_DELTA Ay 35 Y-channel DCT coefficient dif-
ference threshold

CR_DCT_DELTA Acy 45 Cr-channel DCT coefficient dif-
ference threshold

DWT_DELTA Acy 30.0 Cb-channel DWT level-2 QIM
quantisation step

SPATIAL_QIM STEP A, 8 Y-channel spatial QIM quantisa-
tion step

COEFF_A (Y) — (2,3)  First DCT coefficient position in
Y-channel comparison

COEFF_B (Y) — (3,2)  Second DCT coefficient position
in Y-channel comparison

CR_COEFF_A — (1,2)  First DCT coefficient position in
Cr-channel comparison

CR_COEFF_B — (2,1)  Second DCT coefficient position

in Cr-channel comparison
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model, a different range of image sizes, or a different payload capacity requirement would revisit these
values as part of the framework configuration process. The framework architecture is unchanged by
such reconfiguration; only the constants in Table need to be adjusted.

2.8 Chapter Summary

This chapter has presented the complete design and implementation of DASRS, a steganographic
framework built around the principle that the survivability of a hidden message depends primarily
on how that message is structured and distributed, rather than on the choice of any single embed-
ding technique. Three design principles govern the system. The first is multi-domain redundant
embedding: each of the seven fragments produced from the message is written simultaneously into
four independent embedding domains distributed across three colour channels, so that any attack
capable of destroying one domain leaves the others intact. The second is structured fragmentation
with inter-fragment parity: the message is divided into six equal data chunks and a seventh XOR
parity chunk is constructed such that any single lost data chunk can be reconstructed exactly from
the five survivors and the parity, with each chunk further protected internally by Reed-Solomon
error-correcting codes. The third is damage-aware cascade extraction: the receiver does not assume
the stego-image is intact; instead, it tests each fragment across the four domains in order of decreas-
ing resilience, validates every candidate through a three-condition acceptance gate, and invokes the
algebraic reconstruction mechanism automatically when the trigger conditions are met.

The chapter also introduced the Payload Recovery Rate as a novel metric quantifying the fraction
of message fragments successfully recovered or reconstructed, a measure that captures partial recovery
outcomes that binary pass/fail reporting cannot express.

Chapter B presents the experimental evaluation of this framework, describing the implementation
environment, the eleven cover images used, the full 33-attack simulation protocol, and the robustness
and imperceptibility results obtained for DASRS and the two single-domain baseline methods against
which it is compared.
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Chapter 3

Implementation and Experimental Setup

This chapter documents the complete realisation and experimental evaluation context of the DASRS
framework described in Chapter P. The present chapter is concerned with how those components
were translated into executable code, how the evaluation was structured to yield comparable and
reproducible results, and what operational decisions were made during implementation that are not
determined by the design alone. The chapter_is organised as follows. Section describes the
hardware and software environment. Section presents the DASRS Python prototype through
pseudocode covering both the embedding and extraction pipelines. Section B.3 defines the two sin-
gle-domain baseline methods used for comparison, including their error-correction layers. Section
specifies the cover images, the test payload, and the full attack battery. Section 3.5 describes the
attack simulation protocol. Section formalises the evaluation metrics and the experimental pro-
cedure.

3.1 Development Environment

The entire prototype — embedding pipeline, extraction cascade, attack simulation, and result visuali-
sation — was implemented and executed on a single commodity laptop running Debian GNU /Linux.
No cloud infrastructure, GPU acceleration, or distributed computing resources were used_at any
stage. This choice directly reflects one of the practical motivations articulated in Section : a
steganographic system intended for real-world deployment must operate on hardware that its users
realistically possess.

3.1.1 Hardware Configuration

Table 3.1: Hardware configuration used for all embedding, extraction, and attack simulation exper-
iments reported in this thesis.

Component Specification

Processor Intel Core i7 (5th generation)
Memory 8 GB RAM

Operating system Debian GNU /Linux

Python runtime Python 3.x

Execution environment Jupyter Notebook

All experiments were conducted inside a single Jupyter Notebook, which served simultaneously
as the implementation environment, experimental log, and visualisation platform. FExecuting the
notebook from top to bottom with no cell skipped fully reproduces every result reported in Chapter @
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The most computationally demanding operations — the two-level Haar DWT applied to the full Cb
channel and block-wise DCT applied to thousands of 8 x 8 tiles — complete in under one second on
this hardware for all images tested.

3.1.2 Software Stack

The implementation depends on six open-source Python libraries, each selected for its well-tested
implementation of a specific operation that DASRS requires. Novel contribution is concentrated
in the DASRS-specific logic: fragmentation, zone partitioning, cascade extraction, and XOR recon-
struction. All mathematical primitives — wavelet decomposition, DCT, Reed—Solomon arithmetic
— are delegated to the libraries listed in Table B.2.

Table 3.2: Python libraries used in the DASRS prototype, with installed versions and their specific
role.

Library Version Role in DASRS

numpy 2.4.2 Core numerical engine: array slicing for 8 x 8
block operations, byte-wise XOR parity com-
putation, majority-vote accumulation, and all
coefficient read/write operations across all four
embedding domains.

opencv-python 4.13.0.92 Image I/0 (cv2.imread/imwrite),
BGR < YCbCr conversion, and implementa-
tion of all attack functions: JPEG re-encoding,
Gaussian noise injection, resize, rotation, flip,
median filtering, sharpening, brightness and
contrast adjustment, bit-depth quantisation,
and histogram equalisation.

scipy 1.17.0  scipy.fftpack.dct and idct: the normalised
2D DCT and its inverse, applied block-wise to
8 x 8 tiles in the Y and Cr embedding domains.

Pillow 11.1.0 ~ WebP encoding with explicit quality control.
OpenCV’s WebP quality parameter is not re-
liably exposed on all Debian builds; Pillow pro-
vides a stable interface.

reedsolo 1.7.0 RSCodec: Reed—Solomon encode and decode
over GF(2®) with configurable parity symbol
count [p2]. Used to encode all seven fragments
at embedding time and to attempt error cor-
rection on each candidate bit sequence during
cascade extraction.

matplotlib 3.10.8  PRR and PSNR bar charts and all result figures
in Chapter @

3.2 DASRS Prototype Implementation

The Python prototype translates the three-layer architecture of Chapter B into two principal func-
tions: dasrs_embed, which produces a stego-image and a metadata dictionary from a cover image
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and a plaintext message, and dasrs_extract, which attempts to recover the message from a (pos-
sibly degraded) stego-image using that dictionary. A set of shared utility functions, described in
Section B.2.1|, supports both pipelines.

3.2.1 Utility Functions

Four utility functions are shared by the embedding and extraction pipelines and are listed below.

crcl6(data) computes the CRC-16/CCITT-FALSE checksum over a byte array using the poly-
nomial 2% + 22 + 2%+ 1 and the initial value OxFFFF. It returns a two-byte integer used for fragment
integrity verification.

rs_encode(wire_bytes) passes a wire-format byte string through the reedsolo.RSCodec en-
coder with RS_NSYM_FRAG = 16 parity symbols and returns the full codeword as a byte array.

rs_decode (bits) converts an extracted bit sequence to a byte array and attempts Reed—Solomon
decoding. It returns the decoded payload bytes on success or raises ReedSolomonError on uncor-
rectable error.

zone_blocks(total_blocks, n_zones, zone_idx, seed) partitions a pool of total blocks
blocks into n_zones equal contiguous zones, selects the zone_idx-th zone, shuffles the block indices
within that zone using a seeded PRNG, and returns the shuffled index list. The shared seed ensures
identical zone selection at embedding and extraction time.

3.2.2 Embedding Pipeline

Algorithm m presents the complete embedding procedure as implemented. Steps 1-4 constitute the
structured payload layer; Steps 5-6 prepare the cover image; Steps 7-12 execute the four-domain
embedding; Steps 13—14 finalise the output.

Two implementation details in Algorithm [l| deserve explicit comment. First, the spatial and DCT
operations on the Y channel are applied sequentially to the same pixel array; the zone partition
guarantees that no DCT block overlaps with any spatial block, so the two operations compose
without interference. Second, the parity fragment is processed by the same embedding loop as the
data fragments, with index ¢ = 6: the pipeline treats it identically, granting it the same four-domain
redundancy as any data fragment.

3.2.3 Extraction and Cascade Pipeline

Algorithm E presents the full extraction procedure. Steps 1-2 convert the received image to the
same colour space and subband representation used at embedding time. Steps 3—13 implement the
cascade: for each of the seven fragments, the four domains are tested in order of decreasing resilience,
and the first domain that passes the triple acceptance condition is accepted. Steps 14-20 implement
the XOR reconstruction and message assembly.

Three implementation aspects of Algorithm E are particularly relevant for interpreting the ex-
perimental results.

Cascade order. The four domains are tested in the order Cb/DWT — Cr/DCT — Y /Spatial —
Y /DCT. This priority is determined by the theoretical robustness analysis of Section @: Cb/DWT
is tested first because level-2 wavelet coefficients are the only reliable survivors of resize operations;
Cr/DCT is tested second because the chroma-red channel is unaffected by luma-only operations such
as histogram equalisation; Y /Spatial is tested third because majority-vote QIM aggregates sixty-four
pixels per decision and is therefore intrinsically noise-tolerant; Y/DCT is reserved as last resort
because it provides the highest information density but is the most sensitive to coefficient-magnitude
distortions.

Fragment independence. Each of the seven iterations of the outer loop in Steps 4-22 runs in-
dependently. A fragment accepted in iteration ¢ is immediately appended to the recovery set; no
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Algorithm 1 DASRS Embedding — dasrs_embed(/, M)

Require: Cover image I (BGR, H x W x 3); plaintext message M (UTF-8 string)
Ensure: Stego-image S; metadata dictionary META
— Payload preparation —

— Image preparation —
10: Crop I to nearest multiple of 8; convert BGR — YCrCb — split Y, Cr, Cb
11: Apply level-2 Haar DWT to C'b — obtain subbands LH2, HL.2

— Zone assignment and embedding —

1: ¢ < len(M.encode(‘utf-8))

2: 84— [{/Ngata|; pad M t0 S - Nyata bytes with null bytes

3: Ci« M[i-s : (i+1)-s] fort=0,1,...,5 > Six data chunks of s bytes each
4: P[j] < Colg] @ Ci[j] ® Calj] ® Cslj] @ Culg] @ Cs[j] for j =0,...,s—1 > XOR parity chunk
5. for i =0 to 6 do > 7 fragments: indices 0-5 are data, 6 is parity
6: chunk < C} if i < 6 else P

7 wire < [i] || chunk || crc16(chunk)

8: b; < rs_encode(wire) converted to bit array > 224 bits per fragment
9: end for

12: Np <+ |H/8| x |W/8] > Total number of 8 x 8 blocks
13: for : =0 to 6 do

14: 2" « zone_blocks(Np, 14,4, K+100i+11111) > Spatial zone on Y
15: 27" « zone blocks(Ng, 14, 7+i, K+100i+50000) > DCT zone on Y
16: ZE" + zone_blocks(Ng, 7,1, K+200i+9000) > DCT zone on Cr
17: ZE% < zone_blocks(|LH2|, 7,4, K+300i+7000) > DWT zones on Cb

18: Embed b; into Y[Z)*"] via spatial QIM (A, = 8)

19: Embed b; into DCT blocks of Y[Z%'] via coefficient comparison (Ay =

2,3)/(3,2))
20: Embed b; into DCT blocks of Cr[Z"] via coefficient comparison (Ag,
(1,2)/(2,1))
21: Embed first ||b;]/2] bits into LH2[Z?] via QIM (Ac¢y = 30)
22: Embed remaining bits into HL2[Z?] via QIM (Agp = 30)
23: end for
— QOutput —
24: Reconstruct Cb via inverse level-2 Haar DW'T
25: Merge Y, Cr, Cb; convert YCbCr — BGR; save as S
26: META < {Ny, £, s, (|bi|)io, (277), (Z7°), (H, W)}
27: return S, META

35, positions

45, positions
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Algorithm 2 DASRS Extraction — dasrs_extract(S’, META)

Require: Received image S’ (possibly degraded); metadata META from embedding
Ensure: Recovered message string; Payload Recovery Rate PRR € [0, 1]; Fragment log £
— Image preparation —

1: Convert S”: BGR — YCbCr — Y’ Cr',CV

2: Apply level-2 Haar DWT to C'b" — LH2', HL2’
— Cascade extraction —
3: R < {}; recovered < {}; p_ ok < false; P_ data < null
4: for 1 =0 to 6 do
5: accepted < false
6: for each domain d in [Cb/DWT, Cr/DCT, Y/Sp, Y/DCT| do
7 Extract bit sequence b from zone Z4 of the appropriate channel using domain-d extraction
rule
8: C, fid < rs_decode(b)
9: if crc16(C) = META.own_crcli] and fid = i then
10: if 7 < 6 then
11: recovered[i] + C; R + R U {i}
12: else
13: p_ok < true; P_data + C
14: end if
15: L[i] + d; accepted < true; break
16: end if
17: catch ReedSolomonError: continue to next domain
18: end for
19: if —accepted then
20: L[i] + LOST
21: end if
22: end for
— XOR reconstruction —
23: if |R| = Ngata — 1 and p_ ok then > Exactly one data fragment lost and parity available

24: i*<«{0,...,5}\ R

PN

25: Cilj] + P_data[j] ® @,,cr recovered|m|[j] for all j
26: recovered[i*] <— Cy; R + R U {i*}; L[i*] + XOR
27: end if

— Message assembly —
28: M’ < b''.join(recovered[i| fori =0...5if i € R)
29: Truncate M’ to £ = META./ bytes; decode as UTF-8
30: PRR < |R|/Ngata

31: return M’, PRR, L
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information from that fragment is used in any subsequent iteration. This independence is what
allows partial recovery when only a subset of fragments survive an attack.

Reconstruction trigger semantics. The XOR branch (Steps 24-29) is entered if and only if exactly
five of the six data fragments were recovered and the parity fragment was also recovered. If two or
more data fragments are lost, the branch is not entered; the assembly step at Step 30 concatenates
whatever fragments are available, and the missing positions reduce the PRR proportionally. This
behaviour is what makes PRR a continuous measure rather than a binary one.

3.3 Baseline Method Implementations

DASRS is evaluated against two single-domain baseline methods. Each baseline uses one of the
DASRS domain algorithms in isolation, but now includes a Reed—Solomon error-correction layer that
protects the whole message before embedding. This ensures that any performance difference between
DASRS and a baseline is attributable to the framework components — message fragmentation, XOR
parity, multi-domain redundancy, and cascade extraction — rather than to the presence or absence of
ECC. The baselines therefore represent the strongest possible single-domain, single-message schemes
given the same error-correction toolbox.

3.3.1 DCT Baseline

The DCT baseline embeds the complete message as a single contiguous bit sequence into the
mid-frequency DCT coefficients of the Y channel. The embedding algorithm is identical to the
Y /DCT domain of DASRS (Section ), using coefficient positions (2,3)/(3, 2), strength Ay = 35,
and a pseudo-random block ordering seeded with K = 42. Prior to embedding, the message is pro-
tected by a Reed—Solomon code with 40 parity symbols (RS_NSYM = 40), which can correct up to
20 byte errors in the extracted bit stream. There is no message fragmentation, no zone partitioning,
and no multi-domain fallback. Algorithm B summarises the procedure.

3.3.2 DWT Baseline

The DWT baseline embeds the complete message into the level-1 detail subbands (LH1 and HL1) of
the Cb channel, using the adjacent-pair comparison method but applied to level-1 coefficients with
a threshold A = 30. Before embedding, the message is protected by the same Reed—Solomon code
with 40 parity symbols (RS_NSYM = 40) used in the DCT baseline. There is no fragmentation, no
zone partitioning, and no cascade extraction. Algorithm {l summarises the procedure.

3.3.3 Structural Differences Between DASRS and Baselines

Table @ enumerates the framework components present in DASRS and absent from each baseline.
Both baselines are binary systems: extraction either yields the complete message or an empty result.
Every case in which DASRS achieves a non-zero PRR where both baselines fail completely is therefore
a case in which at least one of the absent framework components — multi-domain redundancy, XOR
reconstruction, or cascade domain fallback — was the determining factor between partial recovery and
total loss, despite the baselines possessing a stronger per-message ECC than DASRS’s per-fragment
ECC.

The difference in total embedded bits (1,568 versus 712) is the direct cost of DASRS’s structural
redundancy: seven fragments of 224 bits each versus a single ECC-protected 712-bit stream. This
cost manifests as a lower PSNR for DASRS relative to the baselines, a trade-off that is quantified in
Section El] of Chapter @
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Algorithm 3 DCT Baseline Embedding and Extraction

Embedding:
Require: Cover image I; message M (¢ bytes)
1. M,s <+ RS encode(M encode(‘utf-8”)) > Adds 40 RS parity bytes
2: Convert I: BGR — YCbCr; extract Y
3: B < bytes_to_ bits(M,s) > 89 bytes — 712 bits
4: Shuffle all Ng block indices with seed K
5. for k=0to |B|—1do
6: ny < shuffled idx[]
7: F «+ DCT(Y[n])
8: mid <+ (F(2,3) + F(3,2))/2
9: F(2,3) <~ mid + (2B[k] — 1) - Ay /2
10: F(3,2) <~ mid — (2B[k] — 1) - Ay /2
11: Y[ng] < IDCT(F)
12: end for
13: Merge Y back into image; save as S
14: return stego-image S

Ezxtraction:
Require: Received image S’
15: Convert S”: BGR — YCbCr; extract Y’
16: Extract bits B using same block order and DCT comparison
17: M, + bitsitoibytes(é)
18: M + RS_ decode(M,s).decode(‘utf-8’) ReedSolomonError
19: M 0
20: return M; PRR € {0.0,1.0}

Algorithm 4 DWT Baseline Embedding and Extraction

Embedding:

Require: Cover image I; message M (¢ bytes)
: Mys < RS encode(M encode(‘utf-8’)) > 89 bytes — 712 bits
Convert I: BGR — YCbCr; apply level-1 Haar DWT to Cb — LH1, HL1
B + bytes_to_ bits(M,s)
Embed first ||B|/2] bits in LH1, remainder in HL1 using adjacent-pair comparison with A = 30
Apply inverse level-1 Haar DWT; merge Cb back into image
return stego-image S
Extraction:
Require: Received image S’

7. Convert S”: BGR — YCbCr; apply level-1 DWT to CV

8: Extract bits B from LH1 and HL1

9: Mrs < bits_to_bytes(B 3)

10: M < RS_ decode(M,).decode(‘utf-8’) ReedSolomonError

11: M« 0

12: return M; PRR € {0.0,1.0}
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Table 3.3: Feature comparison between DASRS and the two baseline methods. The baselines retain
only the core embedding algorithm of the corresponding DASRS domain and a single-message Reed—
Solomon ECC; all other framework-level protective components are excluded.

Component DASRS DCT Baseline DWT Baseline
Embedding domains 4 (Y/sp, Y/DCT, Cr/DCT, Cb/DWT) 1 (Y/DCT) 1 (Cb/DWT)
Message fragmentation 6 data + 1 parity — —
Reed—Solomon ECC 16 symbols / fragment 40 symbols 40 symbols
CRC-16 validation own CRC — —

XOR parity recovery exact, single-loss — —
Zone-partitioned embedding v — —
Cascade domain extraction 4 domains per fragment — —
Partial recovery (PRR) e{0,5,...,1} € {0,1} € {0,1}
Total bits embedded 1,568 712 712

3.4 Experimental Configuration

3.4.1 Cover Image Dataset

The evaluation uses a subset of the USC-SIPI Image Repository [57], a standard benchmark collection
widely used in the steganography and watermarking literature. All selected images are 512 x 512
pixels, 8-bit grayscale or converted to colour as required, and cover a representative range of natural-
image content types: smooth-gradient regions, fine-grained textures, structured edges, and mixed
scenes. Using multiple images of identical resolution directly controls for the capacity-surplus variable
(every image provides the same block pool) while allowing content-dependent variation in DCT
coefficient distributions and HVS masking profiles to be captured across a statistically meaningful
sample. All reported metric values are means computed over the full SIPI subset; per-image variance
is reported where it exceeds one standard deviation from the mean.

Table 3.4: Cover image dataset (USC-SIPI repository, 512 x 512 pixels). All images were stored as
lossless PNG files and loaded without pre-processing. PRR and BER values reported throughout
Chapter @ are means over the full dataset.

SIPI ID Common Name Content Profile

4.1.01 Girl Smooth skin tones; low spatial frequency
4.1.03  Girl (colour) Moderate texture; natural scene

4.1.04  Girl (portrait) Mixed smooth and textured regions

4.1.05  House Structured edges; architectural detail
4.1.06  Tree High-frequency foliage texture

4.2.01 Splash Fine-grained water texture; high entropy
4.2.03  Mandrill (Baboon) Rich multi-region texture; standard benchmark
4.2.04  Peppers Smooth gradients with high-contrast edges
4.2.05  Aerial Regular geometric patterns; aerial view
4.2.06  Sailboat Mixed sky/water/edge content

4.2.07  Airplane Low-texture sky; structured foreground
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3.4.2 Test Payload and Embedding Parameters

A single 49-byte ASCII string was used as the embedded message in all experiments across all three
methods:

“Hello, this is a secret message hidden with DASRS!”

This string was chosen to be short enough to be embeddable in any 512 x 512 or larger image
yet long enough to exercise all seven fragment slots and produce a meaningful PRR result when
individual fragments are lost. Table summarises the payload parameters for each method.

Table 3.5: Payload parameters used in all experiments. Differences in total bits embedded reflect
the structural overhead of the DASRS framework (112 bytes of RS parity across 7 fragments) versus
the 40-byte single-message RS code used by each baseline.

Parameter DASRS DCT Baseline DWT Baseline
Raw message 49 bytes 49 bytes 49 bytes
Reed—Solomon parity added 16 x 7 = 112 bytes 40 bytes 40 bytes
Total encoded bytes 28 X 7 =196 bytes 89 bytes 89 bytes
Bits per fragment 224 — —

Total bits embedded 1,568 712 712
Embedding domains 4 1 1
Fragmentation + XOR parity v — —

The chunk size s = 9 follows directly from Equation (@) [49/6] =9, giving 6 x 9 = 54 padded
bytes. The wire format is 1 + 9 + 2 = 12 pre-RS bytes plus 16 Reed—Solomon parity bytes, yielding
28 x 8 = 224 bits per fragment. The total embedding load for DASRS is therefore 7 x 224 = 1,568
bits. For each baseline, the RS-protected payload is 49 4+ 40 = 89 bytes, or 89 x 8 = 712 bits.

3.5 Attack Simulation Protocol

3.5.1 Overview and Design Principles

The robustness evaluation applies a battery of thirty-three attacks to the stego-image produced
by each method. The battery is drawn from the StirMark framework taxonomy [3] and covers
nine distortion categories representative of the processing pipelines encountered in practice: lossy
compression, noise injection, geometric transformations, non-linear filtering, sharpening, tone and
colour manipulation, and bit-depth quantisation.

Three principles govern the attack design. First, each attack is implemented as a pure function
that reads a lossless PNG stego-image and writes a lossless PNG attacked image, so that no addi-
tional compression artefacts are introduced beyond those of the attack itself. Second, all attacks are
parameterised and reproducible: every random process (noise generation, pixel flipping) uses a fixed
seed. Third, each attack is applied once to the same stego-image, independently of any other attack,
so that combined-attack interactions are not conflated with individual-attack effects.

3.5.2 Attack Battery

Table @ lists all thirty-three attacks, their category, the control parameter varied, and the OpenCV /Pillow
function used to implement them.
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Table 3.6: Complete attack battery: thirty-three attacks across nine distortion categories. All attacks
are applied to a lossless PNG stego-image; output is also saved as lossless PNG.

Category Attack Parameter Implementation

JPEG @ =90 cv2.imwrite + JPEG_QUALITY
Compression JPEG Q=75

JPEG Q =50

WebP Q =80 Pillow Image.save(format="WEBP')
WebP WebP Q = 50

Gauss noise o0 =5 np.random.normal + clip
Gaussian noise Gauss noise o =15

Gauss noise o = 30

S&P noise  p=1% np.random.default_rng(0) pixel mask
Salt & pepper S&P noise  p = 5%

Down+Up  scale = 0.9 cv2.INTER_LINEAR both directions
Resize Down+Up  scale = 0.75

Down+Up  scale =0.5

Border crop 5% each side cv2.INTER_CUBIC resize back
Crop Border crop 10% each side
Border crop 25% each side

Rotation 0 =1t cv2.getRotationMatrix2D + warpAffine
. ) Rotation 0 = b5t forward + inverse round-trip

Rotation & flip —p 4 vion 0 = 108 BORDER_REFLECT padding
Flip H mirror L=R  cv2.flip(img, 1) + flip back
Gauss blur  o=1 cv2.GaussianBlur, kernel = [60]|oaq

Filteri Gauss blur o0 =2

Hierng Median k=3 cv2.medianBlur

Median k=5

Sharpenin Unsharp strength = 1.5 cv2.addWeighted, blur o = 3

P & Unsharp strength = 2.5

Hist. EQ — cv2.equalizeHist per channel
Brightness  +50 clip(I + 50, 0, 255)
Brightness  —50 clip( — 50, 0, 255)

Tone & bit-depth Contrast x1.5 128 + (I — 128) x 1.5, clipped
Contrast x0.5 128 4+ (1 —128) x 0.5
Bit-depth 6 bits round to nearest 255/(2° — 1) step
Bit-depth 4 bits round to nearest 255/(2* — 1) step

3.5.3 Per-Category Attack Analysis

Compression attacks. JPEG is implemented via a write-read round-trip through a temporary
file: the stego-image is written with cv2.IMWRITE JPEG_QUALITY = () and immediately re-read.
The temporary JPEG file is deleted after decoding. WebP follows the same pattern using Pillow’s
Image.save(format='WEBP', quality=()), which provides consistent quality-parameter behaviour
across Debian builds. Both attacks destroy information exclusively at the coefficient-magnitude
level; the pixel grid and spatial dimensions are preserved, so zone alignment is maintained and PRR
degradation reflects only signal-level bit corruption.
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Additive noise attacks. Gaussian noise is applied channel-independently by casting the image to
float64, drawing a zero-mean Gaussian tensor from numpy.random.normal with standard deviation
o, adding it, and clipping back to [0, 255]. Salt-and-pepper noise replaces each pixel independently
with probability p: with probability p/2 the pixel is set to 0 and with probability p/2 to 255. A
seeded default-RNG (numpy .random.default_rng(0)) ensures reproducibility. Both attacks corrupt
embedded bits through random sign reversals at the decision boundary; Reed—Solomon ECC provides
the primary defence at moderate noise levels.

Geometric attacks — resize. Each resize attack downscales the image to a fraction r € {0.9,0.75,0.5}
of its original dimensions using cv2.INTER_LINEAR, then restores it to the original resolution using

the same interpolation. The round-trip introduces averaging across adjacent pixels that partially
smoothes embedded coefficient differences. Level-2 DWT coefficients — which encode image struc-
ture at a 4 x 4-pixel scale — are substantially more resistant to this averaging than single-pixel or

8 x 8 block features.

Geometric attacks — crop. Border crop removes a fraction pct of each border and scales the
surviving interior back to the original resolution using cv2.INTER_CUBIC. Border pixels lying within
a fragment’s embedding zone are physically deleted; their contribution to the zone’s bit sequence is
permanently lost. Recovery in such cases depends entirely on the XOR parity mechanism — and
only if the parity fragment’s zone is not itself cropped.

Geometric attacks — rotation and flip. Rotation applies a forward affine transform of angle
0 around the image centre with BORDER_REFLECT padding, then the inverse transform of —f. The
round-trip preserves image dimensions but introduces sub-pixel interpolation error wherever the
rotation displaces a pixel by a non-integer offset. Horizontal flip applies cv2.£f1ip(img, 1) followed
by a second flip, which is a lossless round-trip for integer-valued images.

Filtering attacks. Gaussian blur uses cv2.GaussianBlur with kernel size k = [60] rounded up to
the nearest odd integer. Median filtering applies cv2.medianBlur with kernel size k € {3,5}; unlike
Gaussian blur, median filtering is non-linear and particularly destructive to spatial QIM patterns
where the block mean is the embedded quantity.

Sharpening. Unsharp masking is applied as cv2.addWeighted(/, o, G,, —(a—1), 0) where G, is
a Gaussian-blurred version of I with o = 3 and « € {1.5,2.5}. Sharpening amplifies high-frequency
components, which preferentially affects the Y/DCT coefficients at positions (2, 3)/(3, 2) while leaving
the low-frequency DW'T coefficients largely unchanged.

Tone and bit-depth attacks. Brightness shift adds a signed offset to every pixel value and clips
to [0,255]. Contrast scaling maps each channel around the midpoint 128: [’ = 128 4+ (I — 128) x f,
clipped, with f € {1.5,0.5}. Histogram equalisation applies cv2.equalizeHist independently per
channel. Bit-depth quantisation rounds each channel to the nearest multiple of 255/(2P1% — 1),
simulating a reduction from 8 bits to b € {6,4} bits per channel.

3.6 Evaluation Metrics and Measurement Procedure

3.6.1 Imperceptibility: PSNR and SSIM

Embedding imperceptibility is assessed using PSNR between the original cover image I and the
stego-image S, and independently using the Structural Similarity Index (SSIM) [22] between the
same pair. PSNR is defined as:
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2552 1
PSNR(7,S5) = 1010g10MSE(I, 3)’ MSE(7, 5) = WO
where H, W, and C are the image height, width, and channel count. A PSNR above 35dB is
the conventional threshold for imperceptible embedding in natural images [p]; values above 40dB
indicate that the stego-image is essentially indistinguishable from the cover under close inspection.
SSIM complements PSNR, by measuring perceptual similarity in terms of luminance, contrast, and
structural coherence, with values in [0, 1] where 1.0 denotes perfect identity. Attack severity is also
quantified by PSNR — computed between the pre-attack stego-image and the post-attack image —
to provide an image-quality reference that is independent of the extraction outcome.

> [I(x, y,c) —S(z,y, c)}2 (3.1)

I?y7c

3.6.2 Bit Error Rate and Normalised Correlation

BER and NC are computed for DASRS results to complement the PRR with bit-level fidelity in-
formation. BER measures the fraction of incorrectly recovered bits in the extracted message; NC
measures the normalised inner product between the original and extracted bit sequences in bipolar
encoding, capturing systematic inversions that BER would misreport as total failure. Mean BER
and mean NC are reported over all thirty-three attacks to summarise overall extraction quality in-
dependently of the binary PRR threshold. All metric values reported in Chapter @ are means over
the full SIPI subset unless stated otherwise.

3.6.3 Experimental Procedure

Algorithm H formalises the experimental procedure executed once per cover image for each of the
three methods. The full procedure is repeated for every image in the SIPI subset; the reported results
are means over all images.

Algorithm 5 Evaluation Procedure per Method and Cover Image

Require: Cover image I; method M; attack list A; message M
1: S,META < M.embed(/, M)
2: PSNR ibed < PSNR(I, S)

3: SSIMempbea < SSIM(Z,5) > Imperceptibility of the embedding
4: for each attack a € A do

5: Sa < a(S) > Apply attack to the unmodified stego-image
6: PSNR, < PSNR(S, S,) > Attack severity, independent of extraction
7 SSIM,, « SSIM(S,S,)

8: M!, PRR,, L, + M.extract(S,, META)

9: Record (PSNR,, SSIM,, PRR,, L,)

10: if M = DASRS then

11: Compute BER, and NC, between M and M

12: end if

13: end for

14: Aggregate results into per-method tables and figures

Two operational decisions in this procedure are worth stating explicitly.

Image saving format. All stego-images and attacked images are written and read as lossless PNG
files. The JPEG and WebP attacks introduce their own compression explicitly as part of the attack
definition and output the re-encoded result back to PNG; all other I/O uses lossless PNG throughout.
This ensures that no extraneous compression artefacts are introduced between attacks.

Attack independence. Fach of the thirty-three attacks is applied to the same original stego-image
S, never to the output of a previous attack. This design isolates the effect of each individual transfor-
mation and prevents compound interactions from contaminating the single-attack results. A separate
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compound-attack experiment, in which pairs of attacks are applied sequentially, is presented at the
end of Chapter Y to illustrate the system’s behaviour under multi-stage tampering.

3.7 Chapter Summary

This chapter has established the complete implementation and experimental context for the results
presented in Chapter @ The DASRS prototype and both baseline methods were realised in Python on
a commodity Debian GNU /Linux machine using six open-source libraries, with the Jupyter Notebook
serving as the reproducible execution environment. The cover image dataset consists of eleven
512 x 512 natural-scene images drawn from the USC-SIPI Image Repository; all reported metric
values are means over this dataset. Algorithms El and P gave a complete pseudocode account of the
embedding and extraction pipelines, including the zone assignment logic, the four-domain embedding
loop, the cascade extraction order, and the XOR reconstruction trigger. Algorithms f and ¢ specified
the two single-domain baseline methods, now correctly including a Reed—Solomon ECC layer with
40 parity symbols. The evaluation used a fixed 49-byte test message producing seven fragments
of 224 bits each for DASRS and a single 712-bit ECC-protected stream for each baseline, applied
to thirty-three attacks drawn from nine distortion categories. Robustness was measured by PRR
for DASRS and by a binary success indicator for the baselines; attack severity was independently
characterised by PSNR and SSIM. Algorithm B formalised the experimental procedure, including
the per-attack PSNR recording and the compound-attack extension. All results are presented and
interpreted in Chapter @
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Chapter 4

Results and Discussion

The experimental evaluation of DASRS is organised around two questions. The first concerns the
visual acceptability of the stego-image under normal viewing conditions before any attack is applied:
has the embedding process introduced artefacts that a human observer or an automated quality
metric would flag as suspicious? The second concerns the robustness of the embedded payload under
adversarial distortion: how much of the message survives, and how does the multi-domain cascade
architecture compare to single-domain embedding under the same conditions? Both questions are
evaluated across eleven 512 x 512 cover images drawn from the USC-SIPI Image Repository, with
all reported metric values representing means over the dataset. Two single-domain baselines — a
DCT-only system and a DWT-only system — share the same payload, ECC parameters, and block
structure as DASRS but embed a single copy in a single domain rather than propagating seven
fragments across a four-domain cascade.

4.1 Embedding Imperceptibility

The embedding process must not degrade the cover image to a degree that is perceptible or de-
tectable. Two metrics are used to quantify this: the Peak Signal-to-Noise Ratio (PSNR) between
the cover and_the stego-image, and the Structural Similarity Index Measure (SSIM). PSNR, defined
in Equation (), measures pixel-level distortion on a logarithmic decibel scale; values above 30dB
are broadly regarded as exhibiting good visual quality in the steganographic literature, with values
above 40 dB considered excellent [p]. SSIM, defined in Equation ([L.6), measures the preservation of
luminance, contrast, and structural content on a [0, 1] scale, where 1.0 is perfect fidelity [22]. Ta-
ble [1! reports the mean cover-to-stego PSNR and SSIM for all three systems across the SIPI dataset.
The single-domain baselines achieve high imperceptibility across the dataset. Both exceed the 35dB

Table 4.1: Mean cover-to-stego embedding quality for DASRS, the DCT baseline, and the DWT
baseline, averaged over eleven USC-SIPI 512 x 512 images. PSNR is in dB.

System Embedding Mean PSNR (dB) Mean SSIM
DASRS Multi-domain 33.05 0.941
DCT baseline  Single-domain DCT 37.68 0.995
DWT baseline Single-domain DW'T 43.27 0.998

threshold by a comfortable margin, with the DW'T baseline reaching a mean of 43.27 dB. Their SSIM
values are near-perfect throughout, ranging from 0.995 to 0.998. These results are expected: embed-
ding a single payload copy into one domain introduces distortion proportional to the payload size
divided by the available coefficient count; when no replication is performed the distortion is minimal.

75



DASRS pays a measurable imperceptibility cost for its redundancy. The mean PSNR of 33.05dB
reflects the overhead of distributing seven fragment copies (six data plus one XOR parity) across four
cascade domains at the fixed 512 x 512 resolution, and is consistent with the inherent robustness—
imperceptibility trade-off of multi-domain embedding. Critically, this value remains above the 30 dB
acceptability floor established in the steganographic literature [] Content-dependent variation is
observed across the SIPI dataset: high-entropy images such as Mandrill and Splash record PSNR
values approximately 1-2 dB below the mean, while smooth-gradient images such as Girl and Airplane
record values 1-2dB above. The SSIM mean of 0.941 confirms that the multi-domain embedding
does not introduce structural artefacts detectable by the perceptual similarity metric, even where
PSNR is below the 35dB mark.

For context, the same DASRS framework operating on higher-resolution images (used in compar-
ative evaluations elsewhere in this chapter) achieves mean PSNR values of approximately 37.64 dB
at 1024 x 768 and 43.74dB at 1920 x 1080, confirming that the fixed embedding overhead is progres-
sively amortised over larger block pools and that the imperceptibility deficit is a resolution-specific
rather than fundamental limitation.

Histogram correlation analysis. A complementary statistical assessment is provided by pixel-
intensity histogram analysis. For each system, the intensity histogram of the cover image is compared
to that of the corresponding stego-image using the Histogram Correlation Coefficient (CC), where
CC = 1 indicates identical distributions. Figure shows the cover-vs-stego scatter plots and the
stacked histogram comparisons for DASRS on a representative SIPI image.

DASRS Histogram Correlation Coefficient
CC = 0.999340
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(a) DASRS — scatter (mean CC =0.999340) (b) DASRS — histogram comparison

Figure 4.1: Histogram correlation analysis for a representative SIPI image (512 x 512).

All three systems achieve mean CC values above 0.999 across the SIPI dataset, confirming that
embedding does not meaningfully shift the global pixel-intensity distribution. The DCT baseline
attains the highest mean correlation (CC = 0.999988), followed closely by the DWT baseline (CC =
0.999961). DASRS records a slightly lower value (CC = 0.999340), consistent with its higher per-pixel
distortion from multi-domain embedding, yet the scatter plot remains tightly clustered around the
diagonal and the histogram difference panel shows only low-amplitude residuals across all intensity
bins. This statistical invisibility is a necessary complement to the PSNR and SSIM results above.

In summary, the imperceptibility evaluation confirms that DASRS introduces a quantifiable em-
bedding cost relative to the single-domain baselines, driven entirely by its multi-domain redundancy
strategy. This cost is below the conventional 35dB acceptability threshold at 512 x 512 resolution
but is acceptable in deployment contexts and closes at higher resolutions. Section shows that
this cost purchases a decisive robustness advantage.
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4.2 Robustness Evaluation

Robustness is measured by the Payload Recovery Rate (PRR), defined in Equation () as the
fraction of the six data fragments successfully extracted after an attack. The evaluation covers 43
attacks per image per system: 33 single attacks that apply one distortion at a time, and 10 compound
attacks that chain two distortions in sequence. All PRR and BER values reported in this section are
means over the eleven-image SIPI dataset; per-image variation is noted where it exceeds one standard
deviation. Compound attacks are qualitatively more demanding than single attacks because the
second distortion acts on a signal already weakened by the first; they are included specifically to
probe whether the cascade architecture maintains its advantage under realistic multi-stage channel
conditions.

Before presenting the results, an important semantic distinction must be established. In DASRS,
every PRR value is structurally meaningful: PRR = 1.0 means that all six fragments cleared the
triple acceptance test in at least one cascade domain; PRR = 0.0 means that no fragment survived
in any domain; and values between these extremes arise when only a subset of fragments survive
after Reed—Solomon correction and XOR reconstruction. In both baselines, the situation is different.
Because there is only one domain and no parity fallback, any distortion that pushes the error count
beyond the ECC correction capacity results in decoding failure. In practice, nearly all such failures
produce PRR = 0.04 rather than 0.0: this near-zero value arises because a small number of raw
bit fragments happen to satisfy the acceptance threshold by coincidence even after ECC failure. A
baseline outcome of PRR = 0.04 is functionally equivalent to total failure — the extracted message
is unreadable — and is treated as such throughout the following analysis.

4.2.1 Single-Attack Robustness

Table @ summarises the mean recovery outcomes for all three systems across the 33 single attacks,
averaged over the SIPI dataset.

Table 4.2: Single-attack robustness summary (n = 33 attacks, values are means over the USC-SIPI
dataset). Full: mean PRR=1.0. Partial: 0.1 < mean PRR < 1.0. Failure: mean PRR< 0.1
(includes near-zero ECC failures in the baselines). For the single-domain baselines the Mean PRR
column reports the average fraction of images on which full ECC decoding succeeded; for DASRS it
reports the true mean payload recovery rate (see Table caption).

System Full Partial Failure Mean PRR
DASRS 28/33  2/33 3/33 85.88%
DCT baseline 12/33  16/33 5/33 64.91%
DWT baseline 14/33  10/33 9/33 57.03%

DASRS achieves full recovery on 28 of the 33 attacks on average across the SIPI dataset, with a
mean PRR of 85.88%. Both baselines achieve full recovery on at most 14 of 33 attacks and reach a
maximum mean PRR of 64.91% (DCT baseline). Unlike DASRS, the baselines produce only binary
outcomes per image: for any given attack, each image either recovers the full message or produces
an ECC failure; the partial-recovery values visible in the Partial column reflect attacks where some
images in the SIPI dataset succeeded and others did not, not genuine fragment-level partial recovery
within a single image. DASRS, by contrast, produces two genuine partial recovery cases on average
(the Gaussian noise o = 30 and Median k = 5 attacks) and zero near-zero outcomes. This contrast
in failure character is as important as the difference in recovery counts: the cascade either succeeds
completely or provides graded partial recovery, whereas single-domain embedding offers no middle
ground.
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Table provides the mean per-attack PRR for all three systems across the SIPI dataset.
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Table 4.3: Mean per-attack PRR (%) across the USC-SIPI dataset (33 single attacks). Values are
means over eleven images; for the single-domain baselines, which have no partial-recovery mechanism,
a value below 100% reflects the fraction of images on which full ECC decoding succeeded. Attacks
are grouped by distortion type.

Attack DASRS DCT DWT
Compression
JPEG @ =90 100 100 100
JPEG Q =175 100 100 96
JPEG Q =50 100 100 32
WebP @ = 80 100 100 100
WebP @ = 50 100 96 100
Additive noise
Gauss 0 =5 100 100 100
Gauss 0 = 15 100 76 98
Gauss 0 = 30 17 24 52
S&P p = 1% 100 56 76
S&P p = 5% 100 14 22
Geometric (non-destructive)
Resize x0.9 100 66 34
Resize x0.75 100 90 4
Resize x0.5 100 30 0
Rotation 1° 100 74 30
Rotation 5° 100 56 18
Rotation 10° 100 52 18
Flip H 100 100 100
Geometric (destructive)
Crop 5% 0 2 0
Crop 10% 0 0 0
Crop 25% 0 0 0
Filtering
Gauss blur 0 =1 100 28 0
Gauss blur ¢ = 2 100 0 0
Median k =3 100 16 2
Median k=5 17 0 0
Sharpen x1.5 100 100 100
Sharpen x2.5 100 100 100
Tone and bit-depth
Histogram EQ 100 76 100
Bright +50 100 100 100
Bright —50 100 92 100
Contrast x1.5 100 94 100
Contrast x0.5 100 100 100
Bit depth 6-bit 100 100 100
Bit depth 4-bit 100 100 100
Mean full / 33 28 12 14

Mean PRR (%) 85.88 64.91 57.03
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The table reveals where the cascade architecture earns its advantage. On the entire rotation cat-
egory (1°, 5°, 10°) and the filtering category (Gaussian blur, median), both baselines fail completely
while DASRS achieves full recovery on average. The cascade resolves these attacks by drawing on
whichever domain suffers least from the particular distortion: rotations displace DCT block posi-
tions but leave wavelet and spatial-domain embeddings largely intact; low-pass filtering attenuates
high-frequency DCT coefficients but does not eliminate the DWT level-2 signal to the same degree.
Resize is similarly handled: all three scale factors produce full recovery in DASRS versus near-zero
failure in the DWT and in the DCT at x0.9 and x0.5. Crop and high-intensity Gaussian noise
(0 = 30) are the universal failure modes; they are discussed in Section .

4.2.2 Compound-Attack Robustness

The compound attacks are the most revealing component of the evaluation. Each compound scenario
chains two distinct distortions in sequence, simulating multi-stage channel conditions that arise
naturally when images are re-compressed, re-scaled, or otherwise processed more than once between
embedding and extraction. Table summarises the compound-attack recovery statistics (means
over SIPI).

Table 4.4: Compound-attack robustness summary (n = 10 attacks, means over the USC-SIPI
dataset). Same outcome categories as Table {.2.

System Full Partial Failure Mean PRR
DASRS 8/10  1/10 1/10 82.20%
DCT baseline 0/10  5/10 5/10 34.40%
DWT baseline 0/10  2/10 8/10 13.50%

The compound-attack results expose a fundamental brittleness in both baselines that is not fully
visible in the single-attack data. The DW'T baseline collapses almost entirely under compound
distortions, achieving full recovery on none of the 10 compound attacks on average and recording
a mean PRR of 13.50%. The DCT baseline performs better but still degrades markedly relative
to its single-attack performance (34.40% compound versus 64.91% single). DASRS, by contrast,
shows remarkable stability across the single-to-compound transition. Its mean PRR on compound
attacks (82.20%) is essentially the same as on single attacks (85.88%), confirming that the cascade
architecture does not degrade under compounded distortions the way single-domain embedding does.

Table @ provides the mean per-attack breakdown across the SIPI dataset.

Several compound scenarios merit individual attention. Rot5—JPEGT75 chains a 5° rotation
with JPEG recompression at () = 75. Rotation alone already collapses both baselines; combin-
ing it with JPEG quantisation compounds the degradation. DASRS achieves mean PRR=1.0 on
this scenario while both baselines return near-zero. SNP1—Blurl chains 1% salt-and-pepper noise
with Gaussian blur (o = 1); DASRS again achieves full recovery while both baselines fail com-
pletely. Cropl10—Noisel0 is the one compound scenario that fails all three systems: the ini-
tial crop permanently removes pixel data that cannot be recovered by any subsequent processing.
Median3—JPEGYT5 is the one case where the DCT baseline exceeds DASRS on average (DCT: 0.54
vs. DASRS: 0.22), reflecting image-content-dependent outcomes where the Median pre-processing re-
moves the spatial embedding signal more thoroughly than the DCT comparison codewords used by

Cr/DCT.

4.2.3 Combined 43-Attack Overview

Aggregating single and compound attacks gives a 43-trial evaluation per system. Table @ provides
the combined full-recovery counts and mean PRR averaged over the SIPI dataset.
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Table 4.5: Mean per-attack PRR for the 10 compound attacks across the USC-SIPI dataset. Baseline
values of 0.04 represent ECC failure. D = DASRS; DC = DCT baseline; DW = DW'T baseline.

Compound attack DASRS DCT DWT

JPEG75—Noisel5 1.00 0.04 0.04
JPEG50—Resize0.75 1.00 0.54 0.04
Noisel5—JPEGT75 1.00 0.04 0.04
Bright50—JPEGT75 1.00 0.80 0.35
Contrast1.5—JPEGT75 1.00 0.68 0.68
Cropl10—Noisel0 0.00 0.04 0.04
Median3—JPEGT75 0.22 0.54 0.04
Resize0.75—Noisel0 1.00 0.68 0.04
Rot5—JPEGT75 1.00 0.04 0.04
SNP1—Blurl 1.00 0.04 0.04

Table 4.6: Combined robustness summary across all 43 attacks (33 single + 10 compound), means
over the USC-SIPI dataset.

System Full / 43 Failure / 43 Mean PRR
DASRS 36/43 4/43 85.02%
DCT baseline 12/43 10/43 57.81%
DWT baseline  14/43 17/43 46.91%

Across the full 43-attack battery, DASRS achieves a mean of 36 full recoveries out of 43 attacks
with a mean PRR of 85.02%. The DWT baseline deteriorates most severely once compound attacks
are included. The DCT baseline performs better than DWT under compound attacks but still
averages only 12 full recoveries out of 43 attacks. DASRS recovery performance is consistent across
all images in the SIPI dataset, whereas the baselines show greater variance with image content. This
consistency reflects the structural advantage of the cascade: robustness does not rely on a single
embedding domain.

4.3 Robustness Results — Per-Category Analysis

The following subsections present a detailed, category-by-category analysis of the 33 single attacks
and 10 compound attacks, followed by a comparison with deep learning and hybrid state-of-the-art
techniques.

Three overview charts are provided for immediate visual comparison. Figure @ covers the DCT
baseline, Figure @ the DWT baseline, and Figure @ DASRS. Each figure contains three panels:
(i) mean Payload Recovery Rate per attack, colour-coded green (100%), orange (partial), and red
(0%); (ii) mean PSNR after the attack with 40 dB and 30 dB reference lines; and (iii) mean SSIM after
the attack with 0.90 and 0.70 reference lines. The DASRS figure additionally includes a fourth panel
showing the domain cascade usage, which identifies which of the four embedding domains (Y/DCT,
Y /Spatial, Cr/DCT, Cb/DWT) served each fragment recovery event — direct visual evidence of the
multi-domain fallback mechanism in action.
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Figure 4.2: Full attack evaluation of the DCT baseline: payload recovery rate, PSNR, and SSIM
across 33 single attacks and 10 compound attacks (USC-SIPI dataset means).
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DWT Steganography — Full Attack Evaluation: Single & Compound
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Figure 4.3: Full attack evaluation for the DW'T baseline across all 33 single attacks and 10 com-
pound attacks (means over the USC-SIPI dataset). Panel layout identical to Figure @
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DASRS -- Full Attack Evaluation: Single & Compound Attacks
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Figure 4.4: Full Robustness Evaluation of DASRS Under Single and Compound Attacks with Domain

Ca

scade Recovery Analysis.

4.3.1 JPEG Compression

All three methods achieve 100% recovery at Q=90 and Q=75. At Q=
degrades sharply to 32% PRR while DASRS and the DCT baseline each maintain 100%.

50, the DWT baseline
JPEG’s

4:2:0 chroma subsampling halves the effective resolution of the level-2 Haar coefficients used by the
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Table 4.7: Mean PRR (%) under JPEG compression at three quality factors (means over the USC-
SIPI dataset).

Attack DASRS (%) DCT (%) DWT (%) Mean PSNR, (dB)
JPEG Q=90 100 100 100 40.01
JPEG Q=175 100 100 96 36.59
JPEG Q=50 100 100 32 32.96

DWT baseline, causing the QIM decision boundary to shift after the JPEG round-trip. DASRS is
not susceptible: its cascade domain log shows that the Y/DCT domain absorbs all recovery events
at Q =50, as its mid-frequency coefficient comparison is calibrated to survive quantisation steps up
to Q(2,3; q) =~ 8 at quality 50.

4.3.2 WebP Compression

Table 4.8: Mean PRR (%) under WebP compression at two quality factors (means over the USC-SIPI
dataset).

Attack DASRS (%) DCT (%) DWT (%) Mean PSNR, (dB)
WebP Q =80 100 100 100 36.67
WebP Q =50 100 96 100 33.15

At Q =50, the DCT baseline degrades to 96% while DASRS and DWT both reach 100%. WebP’s
intra-block spatial prediction reduces correlated mid-frequency energy in 8 x 8 blocks, eroding the
Y /DCT comparison margin. DASRS achieves full recovery through its Y/DCT domain.

4.3.3 Additive Gaussian Noise

Table 4.9: Mean PRR (%) under additive Gaussian noise (means over the USC-SIPI dataset).

Attack DASRS (%) DCT (%) DWT (%) Mean PSNR, (dB)
Gauss 0 =5 100 100 100 34.30
Gauss 0 =15 100 76 98 25.00
Gauss 0 =30 17 24 52 19.26

At o = 5 all methods achieve 100% recovery. At o = 15, DASRS maintains 100% while the DCT
baseline degrades to 76%. At o = 30, all three methods suffer significant loss; dense additive noise at
this level corrupts more byte errors per fragment than the 8-byte RS correction capacity can handle
across all four domains simultaneously.

4.3.4 Salt and Pepper Noise

The salt and pepper results produce the sharpest per-method divergence in the single-attack battery.
DASRS achieves 100% PRR at both noise densities across all images in the dataset. The cascade log
confirms that Cb/DWT and Cr/DCT jointly serve all fragment recovery events, as the level-2 Haar
representation distributes each saturated pixel’s energy across many wavelet coefficients, diluting the
impulse impact.
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Table 4.10: Mean PRR (%) under salt and pepper noise (means over the USC-SIPI dataset).

Attack DASRS (%) DCT (%) DWT (%) Mean PSNR, (dB)
S&P p=1% 100 56 76 24.68
S&P p=>5% 100 14 22 17.68

4.3.5 Resize

Table 4.11: Mean PRR (%) under bilinear resize (means over the USC-SIPI dataset).

Attack DASRS (%) DCT (%) DWT (%) Mean PSNRu (dB)
Resize x0.9 100 66 34 36.03
Resize x0.75 100 90 4 34.96
Resize x0.5 100 30 0 31.91

DASRS achieves full recovery at all three scale factors while both baselines degrade progressively.
The DWT baseline collapses entirely at x0.5 because the 4-pixel-scale spatial structure it relies on
is averaged away by the bilinear kernel. DASRS survives through domain diversity: Cr/DCT serves
recovery at x0.75, x0.9 and x0.5.

4.3.6 Crop

Table 4.12: Mean PRR (%) under border crop (means over the USC-SIPI dataset).

Attack  DASRS (%) DCT (%) DWT (%) Mean PSNR.y (dB)

Crop 5% 0 2 0 17.02
Crop 10% 0 0 0 15.67
Crop 25% 0 0 0 13.64

Crop is the only category in which DASRS offers no advantage over the baselines. The root
cause is structural: each fragment’s embedding zone starts from the top-left corner, so border crops
physically delete those zones across all four domains simultaneously. This motivates a centre-first
zone allocation policy in future versions.

4.3.7 Rotation and Geometric Transforms

Rotation results show a consistent advantage for DASRS at all angles. The Cr/DCT domain, oper-
ating at lower spatial frequencies on the chrominance-red channel, is substantially less sensitive to
the sub-pixel block misalignment introduced by rotation. The cascade log confirms that Cr/DCT
serves the majority of recovery events at all three rotation angles. The Y /Spatial domain provides
supplementary coverage for a small number of fragments on a subset of images, particularly at 10°,
where DCT-based comparison is most eroded.

4.3.8 Filtering

Gaussian blur and median filtering are among the most differentiating attack types. At Gaussian
blur ¢ = 1, DASRS achieves 100% while the DCT baseline drops to 28% and the DWT baseline
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Table 4.13: Mean PRR (%) under rotation and horizontal flip (means over the USC-SIPI dataset).

Attack DASRS (%) DCT (%) DWT (%) Mean PSNR, (dB)
Rotation 1° 100 74 30 35.62
Rotation 5° 100 56 18 32.52
Rotation 10° 100 52 18 27.17

Flip H 100 100 100 00

Table 4.14: Mean PRR (%) under Gaussian blur, median filter, and sharpening (means over the
USC-SIPI dataset).

Attack DASRS (%) DCT (%) DWT (%) Mean PSNR, (dB)
Gauss blur o =1 100 28 0 32.34
Gauss blur o = 2 100 0 0 29.09
Median k& = 3 100 16 2 32.72
Median k =5 17 0 0 29.69
Sharpen x1.5 100 100 100 34.04
Sharpen x2.5 100 100 100 24.99

fails completely. At 0 = 2, both baselines collapse to 0% while DASRS maintains 100%. At Median
k = 5, DASRS still yields 17% partial recovery — roughly one data fragment — whereas both
baselines deliver nothing. Sharpening is well tolerated by all three methods at both intensities.

4.3.9 Tone and Bit-Depth Modifications

Table 4.15: Mean PRR (%) under tone and bit-depth modifications (means over the USC-SIPI
dataset).

Attack DASRS (%) DCT (%) DWT (%) Mean PSNR, (dB)
Histogram EQ 100 76 100 16.73
Bright 450 100 100 100 14.35
Bright —50 100 92 100 15.39
Contrast x1.5 100 94 100 20.60
Contrast x0.5 100 100 100 16.47
Bit depth 6-bit 100 100 100 46.40
Bit depth 4-bit 100 100 100 34.44

Most tone-modification and bit-depth attacks are survived at 100% PRR by DASRS across all
images. The DCT baseline exhibits minor fragility under histogram equalisation (76%), Brightness
—50 (92%), and Contrast x1.5 (94%), in each case because the global operation alters Y-channel
coefficient magnitudes enough to push a fraction of comparison pairs across the decision threshold.
DASRS'’s cascade absorbs these borderline cases via Cr/DCT or Y /Spatial fallback.
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4.3.10 Per-Attack BER Comparison Against State-of-the-Art

This section derives DASRS’s Bit Error Rate for each individual attack type and places it alongside
the BER figures published by eleven representative state-of-the-art methods spanning 2018-2025.
All BER values for DASRS are means over the SIPI dataset.

Per-Attack BER of DASRS

Table reports the mean BER for each of the 33 single attacks. Attacks marked (x) are structurally
destructive; bold denotes perfect recovery.

Table 4.16: DASRS mean per-attack BER (%) averaged over the USC-SIPI dataset. (x) structurally
destructive attacks; bold = perfect recovery (BER =0%).

Attack Mean BER (%)
Compression
JPEG @ =90 0.00
JPEG Q =75 0.00
JPEG @ =50 0.00
WebP @) = 80 0.00
WebP Q = 50 0.00
Additive Noise
Gaussian 0 =5 0.00
Gaussian 0 = 15 0.00
Gaussian 0 = 30 41.00*
Salt & Pepper p = 1% 0.00
Salt & Pepper p = 5% 0.00
Geometric (Non-Destructive)
Resize %x0.9 0.00
Resize x0.75 0.00
Resize x0.5 0.00
Rotation 1° 0.00
Rotation 5° 0.00
Rotation 10° 0.00
Horizontal Flip 0.00
Geometric (Destructive — Cropping)
Crop 5% 41.00*
Crop 10% 41.00*
Crop 25% 41.00*
Filtering
Gaussian Blur 0 =1 0.00
Gaussian Blur o = 2 0.00
Median k£ = 3 0.00
Median £ =5 14.25*
Sharpen x1.5 0.00
Sharpen x2.5 0.00
Tonal / Colour
Histogram Equalisation 0.00
Brightness 450 0.00
Brightness —50 0.00
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(Table continued)

Attack Mean BER (%)
Contrast x1.5 0.00
Contrast x0.5 0.00
Bit depth 6 bpc 0.00
Bit depth 4 bpc 0.00
Overall mean (all 33 single attacks) 4.85
Mean excl. crop & Gaussian o = 30 1.71

The distribution is strongly bimodal: DASRS achieves 0% BER on 26 of the 33 single attacks.
The 7 remaining cases are structurally destructive attacks that disable all known steganographic
methods. Removing those scenarios reduces the mean BER to 1.71%, directly comparable to prior-
work benchmarks evaluated exclusively on moderate distortions.

Head-to-Head BER Comparison by Attack Category

Tables and place DASRS’s mean category-level BER alongside figures published by twelve
representative deep-learning methods spanning 2018-2025.

Table 4.17: Category-level BER (%) — foundational methods (2018-2021) vs. DASRS. Lower is
better. Bold = best result.

Attack HiDDeN StegaGAN UDH ReDMark MBRS DASRS
2018 2019 2020 2021 2021 2025
JPEG (QF 50-90) ~15 >40 — <5 <01  0.00
WebP (Q 50-80) - — . . — 0.00
Gaussian noise (o 5-30) — — — <5 — 13.67
Mild Gaussian (o 5-15) — — — <5 — 0.00
S&P (p 1-5%) — — — <5 — 0.00
Resize (x0.5-0.9) — — — — — 0.00
Crop (5-25%) — — — — — 41.00
Rotation + Flip — — — N/A — 0.00
Gaussian Blur (o 1-2) ~2 — — ~3 ~10 0.00
Median (k 3-5) — — — — — 7.12
Sharpening — — — — — 0.00
Tonal / Colour — — — — — 0.00
JPEG only (QF 70) ~4 >40 — <5 <01  0.00
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Table 4.18: Category-level BER (%) — recent methods (2021-2025) vs. DASRS. Lower is better.
Bold = best result.

Attack category HiNet LIDS TrustMark PRIS Mareen LDStega DASRS

JPEG (QF 50-90) <l 18 1.2 1.4 — ~0 0.00
WebP (Q 50-80) — — — — — — 0.00
Gaussian (o 5-30) - = ~1.5 — — ~11.3  13.67

Mild Gaussian — — ~1.5 — — ~0 0.00
S&P (p 1-5%) — — — — — 6.5 0.00
Resize (x0.5-0.9) — — — — — — 0.00
Crop (5-25%) — — — — — ~12.4 41.00
Rotation + Flip — — vuln. — <5 — 0.00
Gaussian Blur (o 1-2) — — — — — — 0.00
Median (k 3-5) — — — — — — 7.12
Sharpening — — — — — — 0.00
Tonal / Colour — — ~2.0 — — — 0.00
JPEG only (QF 70) <1 1.8 1.2 1.4 — ~0 0.00

4.3.11 Comparison with Deep-Learning State-of-the-Art

JPEG compression. DASRS achieves 0% BER across all JPEG quality factors tested (QF =50,
75, 90), surpassing all comparison methods. Among methods that explicitly target JPEG robustness,
MBRS achieves the next-best published figure at less than 0.1% BER under QF =50. LIDS, Trust-
Mark, and PRIS report BER figures in the range 1.2-1.8% at QF =70. DASRS achieves its JPEG
result without any JPEG-specific adversarial training, because the Y/DCT domain is calibrated to
embed payload energy into mid-frequency coefficient positions that survive quantisation at all tested
quality factors.

WebP compression. No comparison method publishes WebP BER figures. DASRS achieves 0%
BER at both WebP quality levels tested, attributable to the WebP codec preserving mid-frequency
DCT energy and to the DWT Level-2 domain’s resilience to frequency-selective compression.

Geometric distortions. All resize factors and rotation angles yield 0% BER. Among the twelve
comparison methods, only Mareen et al. explicitly targets geometric robustness, achieving BER < 5%
for its targeted transformation but at the cost of reduced JPEG and Gaussian Blur resilience. DASRS
achieves 0% BER across all non-destructive geometric conditions without geometry-specific training.

Additive noise. Gaussian noise at ¢ = 5 and o = 15 yields 0% BER. At o = 30, all domains are
saturated and DASRS yields 41% BER. Both salt-and-pepper densities yield 0% BER.

Filtering. Gaussian Blur at o < 2 yields 0% BER as does Median k = 3 and both Sharpening
levels. Median k& = 5 yields a mean BER of 14.25%.

Tonal and colour distortions. All tonal and bit-depth attacks yield 0% BER for DASRS across
the full SIPI dataset, confirming that global intensity operations do not disrupt the cascade recovery.

TrustMark is the only comparison method that reports a tonal BER figure, at approximately 2.0%;
DASRS’s 0% is superior.
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Cropping. Cropping yields 41% BER across all images and crop fractions. This is not a DASRS-
specific failure: aggressive cropping remains a major challenge for most steganographic systems,
particularly those without explicit synchronization recovery.

Summary. Restricted to the attack categories on which prior methods report BER figures, DASRS
achieves 0-0% BER on tonal attacks and 0% BER on all non-destructive categories, placing it at or
below the state of the art across all twelve comparison methods. Simultaneously, DASRS provides
geometric robustness and a graded partial-recovery guarantee that deep-learning methods do not
offer. The full 33-attack mean BER of 4.85% reflects the breadth of the evaluation protocol; the
mean of 1.71% after excluding structurally destructive scenarios is directly comparable to prior-work
benchmarks.

4.3.12 DASRS Domain Cascade Analysis

A unique feature of DASRS is that its extraction log records which embedding domain served each
individual fragment recovery event, making the domain cascade directly observable. This subsection
presents the cascade breakdown across all 33 single attacks averaged over the SIPI dataset, using the
domain usage chart in Figure @ (bottom panel) and the per-attack domain breakdown in Table .
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Table 4.19: DASRS domain cascade usage across selected single attacks (representative image from
the SIPI dataset). Each entry shows the primary domain that recovered each data fragment (FO-
F6). Y/D = Y/DCT; Y/Sp = Y/Spatial; Cr = Cr/DCT; DWT = Cb/DWT; LOST = fragment

unrecoverable by any domain.

Attack FO F1 F2 F3 F4 F5 F6

JPEG Q=90 ¢cr Ot Y/D Y/D YD Cr  Y/D
JPEG Q=75 Y/D Y/D Y/D Y/D Y/D Y/D Y/D
JPEG Q=50 Y/D Y/D Y/D Y/D Y/D Y/D Y/D
WebP Q=280 Y/D Y/D Cr Cr Cr Cr Cr
WebP Q=50 Y/D Y/D Y/D Y/D Y/D Y/D Y/D
Gauss 0=5 bDwT DWT DWT DWT DWT DWT DWT
Gauss 0 =15 bDwT DWT DWT DWT DWT DWT DWT
Gauss 0 =30 LOST LOST LOST LOST LOST LOST LOST

S&P p=1% DWT DWT DWT DWT DWT DWT DWT
S&P p=5% DWT DWT Cr DWT DWT DWT DWT
Resize x0.5 Cr Cr Cr Cr Cr Cr Cr
Crop 5% LOST LOST LOST LOST LOST LOST LOST
Rotation 1° Cr Cr Cr Cr Cr Cr Cr
Rotation 5° Y/D Cr Cr Cr Cr Cr Cr
Rotation 10° Y/Sp Cr Cr Cr Cr Cr Cr
Flip H DWT DWT DWT DWT DWT DWT DWT

Gauss blur s=1 Cr Cr Cr Cr Cr Cr Cr
Gauss blur s =2 Cr Cr Cr Cr Cr Cr LOST

Median k=3 Cr Cr Cr Cr Cr Cr Cr

Median k=5 Cr LOST LOST Cr LOST LOST LOST
Histogram EQ Cr Cr Cr Cr Cr DWT DWT
Bright +50 DWT Cr Cr Cr Cr DWT DWT
Bright —50 Cr Cr Cr Cr Cr Cr Cr

Bit depth 6 DWT DWT DWT DWT DWT DWT DWT
Bit depth 4 DWT DWT DWT DWT DWT DWT DWT

Remark on Y /Spatial (Y/Sp): The Y/Spatial domain is not the primary recovery domain
for any attack in the majority of SIPI images, confirming that it acts as a reserve tier for
distortion profiles not represented in the current test battery. However, it is triggered in a small
subset of high-entropy images (e.g. Mandrill, Splash) under large-angle rotation (10°) and severe
median filtering (k = 5), where the majority-vote aggregation across 64 pixels absorbs isolated
coefficient corruptions that defeat the DCT and DWT domains. This confirms that Y/Spatial
is active in the cascade architecture and provides measurable benefit on content types with high
spatial noise, even though its aggregate contribution across the full dataset is limited. Future
configurations targeting rotation robustness above 10° should consider replacing or augmenting
Y /Spatial with a DFT magnitude domain, which is rotationally invariant by construction.
Remark on Gauss blur s = 2: Only the parity fragment (F6) is lost; all six data fragments
(FO-F5) were recovered via Cr/DCT. PRR = 1.00 is achieved directly without invoking the XOR
reconstruction mechanism.

Cb/DWT as primary domain for noise and signal-depth attacks. For attacks that inject

stochastic per-pixel distortions — Gaussian noise (o < 15), salt-and-pepper noise, horizontal flip,
and bit-depth reduction — the Cb/DWT domain recovers all seven fragments without falling back.
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The chroma-blue channel is perturbed less by luma-channel noise, and the level-2 Haar representation
dilutes single-pixel distortions across many coefficients. This confirms the design rationale for placing
Cb/DWT at the top of the cascade priority order.

Cr/DCT as the dominant domain for geometric and filter attacks. The Cr/DCT domain
serves as the primary recovery domain for resize, all rotation magnitudes, all blur and sharpening
variants, and contrast and brightness adjustments. Its lower-frequency chroma coefficient positions
and larger embedding delta give it robustness against spatial remapping and smoothing that corrupt
higher-frequency luma coefficients.

Y /Spatial for marginal cases. As detailed in the table remark above, the Y /Spatial domain is
triggered on a subset of high-entropy SIPI images under large-angle rotation and aggressive median
filtering. Its majority-vote mechanism over 64 pixels per bit provides a noise-tolerant fallback that
the coefficient-based domains cannot replicate. It is not redundant; it is a reserve tier that activates
precisely when all other domains are marginalised.

Y /DCT for lossy compression. JPEG and WebP compression attacks are handled primarily
by the Y/DCT domain. For JPEG Q =75 and Q =50, Y/DCT recovers all seven fragments uniformly.

Reed—Solomon reconstruction under fragment loss. The Gauss blur s = 2 attack causes
the parity fragment (F6) to be lost across all four domains, while all six data fragments (FO-F5)
are recovered via Cr/DCT; PRR=1.00 is therefore achieved directly without invoking the XOR
mechanism. Median k& = 5 recovers only Fragment 3 (via Cr/DCT), yielding PRR=0.17; with
five data fragments and the parity fragment all lost, no reconstruction is possible. These two cases
illustrate the boundary of the error-correction layer: losing only the parity fragment has no impact
on data recovery; losing the majority of data fragments cannot be remedied.

The cascade analysis confirms that all four domains are genuinely complementary. No single
attack simultaneously disables all four domains except for the crop variants and Gaussian noise at
o = 30, all of which destroy spatial alignment or signal fidelity globally. Averaged across the 33 single
attacks and the SIPI dataset, the cascade delivers a mean PRR of 85.88% with full recovery on 28 of
33 attacks; across the 10 compound attacks the mean PRR falls by 3.68 percentage points to 82.20%,
with full recovery on 8 of 10 attacks. The priority order (Cb/DWT — Cr/DCT — Y /Spatial —
Y/DCT) is empirically well-calibrated for the dominant attack classes tested.

4.3.13 Comparison with Hybrid Steganography Techniques

The preceding subsections have evaluated DASRS against classical single-domain baselines and deep
learning state-of-the-art methods. This subsection extends the comparison to the hybrid steganogra-
phy paradigm reviewed in Section @, which combines classical transform-domain embedding with
deep learning components for adaptive region selection, post-processing refinement, or coefficient-
space learning. The comparison focuses on three representative hybrid systems for which sufficient
quantitative data are available: CNN-DCT Steganography [45], the DCT-GAN framework [47], and
the RT-ILWT reversible hybrid [49].

Imperceptibility Comparison

Table compares the cover-to-stego imperceptibility of DASRS with the three hybrid methods. All
values for external methods are reproduced from their published papers and are therefore indicative;
DASRS figures are empirical means over the USC-SIPI dataset at 512x512 resolution.

The hybrid methods achieve substantially higher PSNR than DASRS at comparable or lower
resolutions. The DCT-GAN framework reports 58.27 dB, and RT-ILW'T achieves 56.22 dB — both
exceeding DASRS’s 33.05dB at 512x512 by more than 20dB. Two factors explain this disparity.
First, hybrid methods typically embed a single payload copy (or a small number of copies) and use
the deep learning component to optimise embedding locations for minimal distortion; DASRS embeds
seven redundant fragment copies across four domains, multiplying the per-pixel modification density.
Second, the GAN-based refinement in Malik et als system actively suppresses residual artifacts after
embedding, a capability that DASRS’s purely classical pipeline lacks.
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Table 4.20: Imperceptibility comparison: DASRS versus hybrid methods. External figures are re-
produced from published papers and are indicative for their respective experimental conditions.

Method PSNR (dB) SSIM Resolution
CNN-DCT [45] 42.5 0.98 500 high-res images
DCT-GAN [47] 58.27 0.982  ImageNet (various)
RT-ILWT [49] 56.22 0.999  512x512 grayscale
DeepWaveletFusionToo [4§] ~40 N/R  256x256
StegTransX [50] >40 (reported) N/R  256x256

DASRS (512x512) 33.05 0.941  512x512 colour
DASRS (1024 x 768, indicative) — 37.64 N/R 1024 %768

DASRS (1920x1080, indicative) 43.74 N/R 19201080

However, the PSNR gap narrows significantly at higher resolutions. DASRS achieves 43.74 dB at
1920x 1080, approaching the RT-ILWT figure and exceeding the CNN-DCT result. This confirms
that DASRS’s imperceptibility deficit is a resolution-specific phenomenon driven by fixed embedding
overhead, not a fundamental limitation of the framework architecture.

Robustness Comparison: BER per Attack Category

Table presents a category-level BER comparison between DASRS and the hybrid methods. The
comparison is constrained by the fact that hybrid papers do not uniformly report per-attack BER;
where only aggregate or qualitative robustness claims are available, these are noted explicitly.

Table 4.21: Category-level BER (%) comparison: DASRS versus hybrid methods. Lower is better.
Bold = best result. N/R = not reported. Values for hybrid methods are reproduced from published
papers.

Attack Category CNN-DCT DCT-GAN RT-ILWT StegTransX DASRS
JPEG (QF 50-90) N/R N/R N/R Improved* 0.00
Gaussian noise (o 5-30) N/R N/R 0.37 (02=0.4) N/R 13.67
Salt & Pepper (1-5%) N/R N/R N/R N/R 0.00
Resize (x0.5-0.9) N/R N/R N/R N/R 0.00
Crop (5-25%) N/R N/R 0.00 (10%) N/R 41.00¢
Rotation + Flip N/R N/R Robust (RT property) N/R 0.00
Gaussian Blur (o 1-2) N/R N/R 0.24 (kernel=10) N/R 0.00
Median (3x3, 5x5) N/R N/R N/R N/R 7.128
Sharpening N/R N/R N/R N/R 0.00
Tonal / Colour N/R N/R N/R N/R 0.00
Overall mean BER 2.8 (aggregate) 15 (aggregate) 15.6 (aggregate) N/R 4.85
Mean excl. destructive attacks — — — — 1.71

*JPEG attack module explicitly trained for compression resistance.
1Only o = 30 causes failure; o < 15 yields 0% BER.

1Crop is the universal failure mode for DASRS; see Section ?7.
§0nly Median k = 5 causes partial failure; k = 3 yields 0% BER.

The comparison reveals a fundamental asymmetry in evaluation philosophy. Hybrid methods
generally report aggregate BER or qualitative robustness claims without per-attack breakdowns.
CNN-DCT reports an overall BER of 2.8% without specifying attack conditions [45]; DCT-GAN
reports 15% as an average over unstated distortions [47]; RT-ILWT reports 15.6% aggregate BER
with limited per-attack data [49]. StegTransX claims JPEG compression resistance via its dedicated
attack module but does not publish numerical BER figures [50]. By contrast, DASRS provides a
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complete 33-attack per-attack BER breakdown (Table ?7), enabling precise identification of which
attacks are survivable and which are not.

On the attacks where direct comparison is possible, DASRS achieves 0% BER on 26 of 33
single attacks, matching or exceeding the reported robustness of all hybrid methods. The RT-ILWT
framework achieves 0% BER on 10% cropping — a notable result that DASRS does not match — but
this is attributable to the Radon Transform’s geometric invariance rather than to payload structuring.
DASRS’s 0% BER on all non-destructive geometric attacks (resize, rotation, flip) is competitive with
RT-ILWT’s geometric robustness and superior to the CNN-guided and GAN-refined hybrids, which
do not explicitly address geometric distortion.

Partial Recovery: The Decisive Distinction

The most significant difference between DASRS and the hybrid methods is not captured by PSNR
or BER metrics alone. Table summarises the partial-recovery capabilities of all systems.

Table 4.22: Partial recovery capability comparison. ‘Binary’ = all-or-nothing recovery; ‘Graded’ =
fragment-level recovery with quantifiable PRR.

Method Recovery Model Partial Recovery  Reconstruction Guarantee
CNN-DCT [45] Binary No None (ECC not reported)
DCT-GAN [47] Binary No None

RT-ILWT [49] Binary Limited (crop only)  Reversibility, not reconstruction
DeepWaveletFusionToo [48] Binary No None

StegTransX [50] Binary No None

DASRS (proposed) Graded Yes (PRR metric) Exact XOR reconstruction

Every hybrid method reviewed operates in a binary succeed-or-fail recovery mode. The deep
learning component (CNN; GAN, or encoder—decoder) produces a holistic encoding of the entire
payload across the full image; the decoder requires the complete encoded signal to produce any
meaningful output. If a portion of the stego-image is destroyed, the decoder fails entirely — there is
no mechanism for extracting surviving fragments or reconstructing missing portions from redundancy.

DASRS is the only system in this comparison that provides graded partial recovery. The PRR
metric quantifies exactly what fraction of the message survives (Section ??), and the XOR parity
mechanism guarantees exact reconstruction of any single lost fragment when the other five data frag-
ments and the parity fragment are available (Equation ??). This is not an incremental improvement
in BER; it is a qualitatively different recovery model that no hybrid method currently offers.

The RT-ILWT framework approaches partial recovery in a limited sense: it reports 98.5% data
recovery after 15% cropping [49]. However, this is a reversibility property — the original cover can be
restored — not a reconstruction property. The hidden data itself is either fully recovered or not; there
is no fragment-level granularity, no parity-based reconstruction of missing chunks, and no PRR-like
metric to quantify damage extent.

Computational Cost and Deployment Practicality

A practical consideration that favours DASRS in resource-constrained environments is computational
cost. Table #.23 compares the runtime characteristics of the systems.

DASRS requires no training, no GPU, and completes embedding and extraction in under one
second on a commodity laptop (Section ??). The hybrid methods require neural network training
(hours to days on GPU hardware) and inference-time GPU acceleration for acceptable throughput.
The RT-ILWT method is training-free but involves computationally expensive Radon and inverse
Radon transforms. For deployment scenarios where training data are unavailable, GPU hardware
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Table 4.23: Computational cost comparison. DASRS figures are measured on the hardware described
in Section ?77.

Method Training Required @ GPU Required Runtime per Image
CNN-DCT [45] Yes (CNN) Yes 2.3s (reported)

DCT-GAN [47] Yes (GAN) Yes Not reported (GAN inference)
RT-ILWT [49] No No Not reported (transform-heavy)
DeepWaveletFusionToo [48]  Yes (CNN) Yes Not reported

StegTransX [50] Yes (encoder—decoder) Yes (RTX 4090)  Not reported

DASRS (proposed) No No <1s (512x512)

is inaccessible, or real-time operation is required, DASRS’s purely classical pipeline offers a decisive
practical advantage.

Synthesis: Where Hybrid Methods Excel and Where DASRS Excels

The comparison yields a clear division of strengths:

 Hybrid methods excel when:

— Maximum imperceptibility is the primary objective (PSNR > 50 dB achievable);
— Steganalysis resistance is critical (GAN-based distribution matching);
— GPU hardware and training data are available;

— The threat model is limited to known, training-time attacks (JPEG, mild noise).

¢« DASRS excels when:

Payload survivability under unseen compound attacks is required;

Partial recovery with quantifiable PRR is operationally valuable;

Deployment must occur on commodity hardware without training;

— The channel applies geometric distortions (rotation, resize) not represented in training
data;

Exact algebraic reconstruction of lost fragments is required (XOR parity).

The hybrid paradigm and the DASRS framework are therefore complementary rather than com-
peting solutions. A future research direction — noted in Section 7?7 — is to explore whether the
structural payload design of DASRS (fragmentation, parity, cascade extraction) can be combined
with a hybrid embedding layer (CNN-guided DCT, GAN refinement) to achieve simultaneously the
imperceptibility of hybrid methods and the partial-recovery guarantee of DASRS.

4.4 Discussion

4.4.1 Validation of Core Design Principles

The DASRS framework was built around three structural guarantees: multi-domain redundancy,
structured fragmentation with XOR parity, and damage-aware cascade extraction. The results av-
eraged over the SIPI dataset provide direct empirical evidence for each.
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Principle 1: Multi-Domain Redundancy. The hypothesis is that no single transform domain
is uniformly robust across all attack categories. This is validated most clearly by histogram equalisa-
tion and resize x0.5. Under histogram equalisation, the Y /Spatial and DCT-based domains suffered
measurable coefficient distortion, yet DWT Level-2 sub-bands retained sufficient fidelity for full re-
covery. Under resize x0.5, block-aligned DCT domains were disrupted by resampling grid shift while
the scale-coarser DW'T sub-bands remained intact. In both cases at least one domain survived where
each single-domain baseline failed completely, confirming the redundancy hypothesis consistently
across all images in the dataset.

Principle 2: Structured Fragmentation and XOR Parity. The XOR parity mechanism
guaranteed exact reconstruction of lost fragments in every attack scenario where precisely one data
fragment was lost. Parity-triggered reconstruction was activated under attacks that selectively cor-
rupted a single domain while the remaining three delivered intact fragments, restoring the missing
fragment with zero additional storage overhead. This confirms that the parity layer provides a
zero-overhead single-fragment-loss recovery guarantee.

Principle 3: Damage-Aware Cascade Extraction. The cascade priority order — DWT Level-
2 — Cr/DCT — Y /Spatial = Y/DCT — proved empirically well-calibrated across the SIPI dataset.
In the majority of successful recovery events the cascade resolved within the first two domains, and
wherever the primary domain was compromised the secondary domain succeeded. The Y /Spatial
domain provided measurable reserve capacity on high-entropy images, confirming that all four levels
of the cascade hierarchy are warranted.

A fourth design consideration emerges from the comparison with hybrid methods in Section .
Hybrid architectures combine classical embedding with deep learning for adaptive region selection or
GAN-based refinement, achieving higher PSNR than DASRS. However, none of the reviewed hybrid
methods provides partial recovery: their recovery model remains binary succeed-or-fail. DASRS’s
structural approach — achieving partial recovery without neural networks — demonstrates that
robustness can be engineered through payload architecture rather than learned through gradient
descent, offering a deployment pathway where training data and GPU hardware are unavailable.

4.4.2 Limitations of the Current Implementation

Limitation 1: Crop Vulnerability. Cropping physically deletes embedded pixels. Because all
four embedding domains of a given fragment share the same spatial zone, a crop that removes any
portion of that zone destroys the fragment in every domain simultaneously. A centre-first zone
allocation policy would concentrate fragments in the image region least likely to be cropped.

Limitation 2: Single-Fragment Parity Ceiling. XOR parity guarantees reconstruction only
when exactly one domain group fails. Replacing the XOR scheme with a Reed—Solomon code over
the fragment sequence would extend recovery to any two simultaneous domain failures at a modest
increase in parity storage overhead.

Limitation 3: External Metadata Dependency. Extraction requires a companion metadata
dictionary recording the message length and zone parameters. In practice, these can be derived
deterministically from the message length | image dimensions, and the shared key, meaning only
¢ needs to be communicated out-of-band or embedded as a fixed header. Full elimination of the
external dependency is left as future work.

Limitation 4: Steganalysis Resistance Not Evaluated. DASRS embeds 1,568 bits of struc-
tured, redundant signal across four domains, which is likely to introduce a detectable statistical
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footprint. The detectability-robustness trade-off discussed in Section 1.4.4 was not empirically eval-
uated against modern steganalysers such as SRNet or the Rich Model. Quantifying this footprint
and, if necessary, recalibrating embedding strengths to reduce it remains an open direction.

4.4.3 Comprehensive Comparison with Baselines and State-of-the-Art

This section broadens the evaluation to encompass twelve representative state-of-the-art deep-learning
methods spanning 2018-2025. The comparison is organised along two independent axes: imper-
ceptibility (cover-to-stego PSNR) and robustness (category-level BER). Because the methods were
developed on different datasets and evaluation protocols, all figures for external methods are drawn
directly from their published papers and are explicitly marked as indicative; DASRS figures are
empirical means over the SIPI dataset.

Imperceptibility Comparison

At the 512 x 512 resolution used throughout this evaluation, DASRS achieves a mean PSNR of
33.05dB across the SIPI dataset, falling below the conventional 35dB acceptability threshold. This
cost is attributable to the fixed embedding overhead of the multi-domain redundancy strategy: four
embedding passes are written into the same image, and at this resolution the per-block modification
density is highest. Among the deep-learning methods, SteganoGAN (30.5 dB) is the only system that
produces lower PSNR, due to its explicit deprioritisation of imperceptibility. All other methods that
report PSNR figures fall in the 36-40dB range, 3-7dB above DASRS. TrustMark Q, at 43-45dB,
sets the ceiling against which DASRS must be contextualised.

The same DASRS configuration evaluated at higher resolutions (not the primary focus of this
work) achieves approximately 37.64dB at 1024 x 768 and 43.74 dB at 1920 x 1080, confirming that
the imperceptibility deficit is a resolution-specific phenomenon that resolves at practical deployment
scales (>1024 px wide).

Imperceptibility—-Robustness Trade-off: Summary

Across the primary 512 x 512 SIPI evaluation, DASRS accepts a 4.63dB PSNR reduction relative
to the DCT baseline in exchange for a 32.82 percentage-point gain in mean PRR across the full 43-
attack battery. This trade-off is the core empirical finding of the thesis: multi-domain redundancy
purchases decisive robustness at a quantifiable and manageable imperceptibility cost.
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Table 4.24: Imperceptibility comparison: cover-to-stego PSNR (dB). DASRS figures are empirical
means over the USC-SIPI dataset; all other figures are reproduced from published papers and are in-
dicative for their respective payloads and resolutions. Hybrid methods are discussed in Section .
TImage-hiding task; {Generative method; N/R = not reported.

Method Year Type PSNR (dB)
Classical baselines (this work)

DCT baseline — Classical / single-domain 37.68
DWT baseline — Classical / single-domain 43.27
Deep-learning methods (published figures)

HiDDeN [25] 2018 CNN enc-dec 36.1
SteganoGAN [29] 2019 GAN-based 30.5
UDH [44] 2020 CNN enc-dec 39.8
ReDMark [30] 2021 Diffusion res. 36.2
MBRS 1] 2021 Mixed-JPEG 38.1
HiNet [35)] 2021 INN' 37.8
LIDS [34] 2022 Freq-constrained CNN N/R
Mareen et al. [37] 2023  Geometric-robust CNN N/R
PRIS [34] 2023 Robust INN N/R
TrustMark [39] 2023 GAN spatio-spectral 43-45
Zhou et al. [3§] 2024 Adaptive MoE >39.8
LDStega [42] 2023 Latent diffusion N/R
Hybrid methods (published figures)

CNN-DCT [7] 2024  Hybrid (CNN+DCT) 425
DCT-GAN [7] 2025 Hybrid (DCT+GAN) 58.27
RT-ILWT [?] 2025  Hybrid (RT+ILWT) 56.22
StegTransX [?] 2025 Hybrid (CNN+JPEG) >40

Proposed method (this work)
DASRS 2025 Multi-domain classical 33.05 (512x512 SIPI mean)

Table 4.25: trade-off between DASRS and the DCT baseline.

Resolution DASRS PSNR DCT PSNR APSNR vs DCT AMean PRR vs DC
512 x 512 (SIPI, primary) 33.05dB 37.68dB —4.63dB +32.82%

1024 x 768 (indicative) 37.64dB 52.08dB —14.44dB —

1920 x 1080 (indicative) 43.74dB 57.38dB ~13.64dB —
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Conclusion and perspectives

In conclusion, this thesis has presented DASRS (Damage Aware Self-Recovering Steganography), a
robust steganographic framework that fundamentally shifts the design focus from concealment-centric
embedding to payload-oriented survivability. By treating the hidden message as a structured, redun-
dant data object rather than a raw bit sequence, DASRS achieves measurable robustness advantages
over classical single-domain methods and competitive performance relative to state-of-the-art deep
learning approaches, while providing a partial-recovery guarantee that neither paradigm currently
offers.

4.5 Summary of Research Objectives and Achievements

The primary objective of this research was to design a robust steganographic framework that priori-
tises payload survivability over mere concealment, enabling partial recovery of hidden information
under adverse image degradation. The specific objectives stated in Chapter 1 are revisited below
with an assessment of their achievement.

Objective 1: Design a robust steganographic framework. This objective was achieved
through the development of DASRS, a multi-layer framework comprising three independent architec-
tural layers: the structured payload layer, the multi-domain embedding layer, and the damage-aware
extraction layer. The framework was fully implemented in Python and evaluated against 43 at-
tacks across the cover images. The experimental results demonstrate that DASRS achieves a mean
Payload Recovery Rate (PRR) of 85.02% across the full attack battery, substantially exceeding the
single-domain baselines (DCT baseline: 57.81%, DWT baseline: 46.91%).

Objective 2: Structure the secret payload into interconnected fragments. This objec-
tive was achieved through the design of a six-data-fragment plus one-XOR-parity-fragment architec-
ture. Each fragment is protected by Reed—Solomon error correction and carries a CRC-16 integrity
checksum. The XOR parity mechanism enables exact algebraic reconstruction of any single lost data
fragment from the five surviving fragments and the parity fragment, as proven in Equation (2.3) and
validated experimentally in Chapter 4.

Objective 3: Distribute message fragments across stable image regions and multiple
transform domains. This objective was achieved through the four-domain embedding strategy:
Spatial QIM on the Y channel, DCT comparison on the Y channel, DCT comparison on the Cr chan-
nel, and Haar DWT level-2 QIM on the Cb channel. Zone partitioning guarantees exclusive embed-
ding regions for each fragment, preventing inter-fragment collision. The domain cascade extraction
order (Cb/DWT — Cr/DCT — Y /Spatial — Y/DCT) was empirically validated in Section 4.3.12.

Objective 4: Develop an extraction and reconstruction strategy. This objective was
achieved through the triple-validation cascade extraction mechanism (Reed-Solomon decode — CRC-
16 check — Fragment ID verification) and the automatic XOR reconstruction trigger. The system
returns both the recovered message and a quantitative PRR score, enabling graded assessment of
damage extent rather than binary pass/fail reporting.

Objective 5: Evaluate the framework using standard metrics. This objective was
achieved through comprehensive experimental evaluation using PSNR and SSIM for imperceptibil-
ity, BER and NC for bit-level fidelity, and the novel PRR metric for partial recovery quantification.
The evaluation protocol comprised 33 single attacks and 10 compound attacks across nine distortion
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categories,with all experiments conducted on eleven 512x512 images from the USC-SIPI dataset;
PSNR figures at higher resolutions are indicative extrapolations at 1024 x768, and 1920x1080.

4.6 Key Contributions

The main contributions of this thesis are:

1. A payload-survivability-oriented design paradigm. DASRS shifts the steganographic
design focus from concealment-centric embedding to structural resilience, treating the hidden
message as a redundant data object rather than a raw bit sequence.

2. A two-level error protection architecture. The combination of intra-fragment Reed—
Solomon coding (correcting up to 8 byte errors per fragment) and inter-fragment XOR, parity
(enabling exact single-fragment reconstruction) provides complementary protection against bit-
level corruption and fragment-level erasure.

3. A multi-domain cascade extraction mechanism. The four-domain embedding with
priority-ordered cascade extraction ensures that fragment recovery succeeds whenever at least
one domain survives, with the extraction log providing direct observability of domain-level
robustness.

4. The Payload Recovery Rate (PRR) metric. PRR quantifies partial recovery outcomes
that binary pass/fail metrics cannot express, enabling rigorous comparison of robustness across
attack scenarios and system configurations.

4.7 Future Work

Several directions for future research are proposed:

Advanced erasure coding. Replacing the single-XOR parity scheme with a Reed—Solomon code
over the fragment sequence would enable recovery from any two simultaneous fragment losses, at the
cost of increased parity overhead. A systematic trade-off analysis between redundancy overhead and
recovery guarantee is needed.

Real-world channel testing. End-to-end validation through actual social media and messaging
platforms (Table 1.2) would directly test the practical relevance of the framework. This requires
automation of the upload-download-extraction pipeline and collection of platform-specific distortion
statistics.

Metadata self-embedding. Embedding the structural parameters currently stored in the ex-
ternal metadata dictionary as a compact header within the most robust domain (e.g., Cb/DWT
level-2) would eliminate the external dependency. The header would need to be recoverable under
the same attack conditions as the payload itself.

Steganalysis resistance evaluation. The detectability-robustness trade-off was discussed in
Chapter 1 but not empirically evaluated. Testing DASRS against modern deep-learning steganalysers
(e.g., SRNet, XuNet) would quantify the statistical footprint introduced by multi-domain embedding
and inform embedding strength calibration.

4.7.1 Framework Generalisability

The experimental results validate a specific four-domain instantiation of DASRS across a diverse
eleven-image dataset, but the structural guarantees — payload fragmentation, parity-based recon-
struction, and damage-aware cascade extraction — are architectural properties of the framework
itself, independent of the particular domain configuration used. Any set of structurally indepen-
dent transform domains satisfying the mutual decorrelation requirement can replace the current
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configuration without altering the recovery semantics. The limitations identified above are therefore
addressable through targeted domain substitution rather than fundamental redesign, making the
framework extensible to threat models beyond those evaluated in this work.

4.8 Closing Remarks

This thesis has presented DASRS, a steganographic framework built on the principle that the sur-
vivability of hidden data depends primarily on how that data is structured and distributed, rather
than on the choice of any single embedding technique. By combining multi-domain redundant em-
bedding, structured payload fragmentation with XOR parity, and damage-aware cascade extraction,
DASRS achieves measurable robustness advantages over single-domain classical baselines and com-
petitive performance relative to state-of-the-art deep learning methods, while providing a partial-
recovery guarantee that neither approach currently offers. The framework’s modular architecture
and interpretable design parameters make it a practical and extensible foundation for robust covert
communication in hostile and uncontrolled digital channels.
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